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ABSTRACT

In the context of global digitalization trends, the problem of the impact of cyberattacks on the company
is significantly relevant. This article is devoted to the impact of cyberattacks on the firms” market value
since it is an indicator of firm performance. The authors used the event study methodology to study the
impact of cyberattacks on the firm’s market value. In addition, linear regression analysis (OLS) was applied
to study the factors influencing cumulative abnormal returns (CAR). The paper’s central hypothesis is the
assumption that a cyberattack announcement is supposed to change market reaction, which is predicted
to be harmful since cybercrime incidents can lead to high implicit and explicit costs. Therefore, an adverse
market reaction reflects negative CAR during the event. The paper explores the effect of firm-specific and
attack-specific characteristics of cyberattacks on the CAR with the data of cyberattacks for US firms from
2011 to 2020. Thus, the impact of cyberattacks on CAR by industry type and firm size was examined. Also,
the type of cybercrime that is more harmful to the company was identified. The study results confirm the
central hypothesis and show that cyberattacks negatively affect the firms” market value. In addition, it was
found that the market reaction to the breach is more harmful to small firms. Thus, large firms have ad-
vantages over medium and small ones in sustaining financially during cyberattacks. Additionally, the paper
defines no consistent evidence that market reaction to cyberattacks depends on firm and breach types.
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TYUIH

MahaHablK undpnaHablpy TEHAEHUMACHl KafaahbiHAA KubepluabyblngapablH KOMMaHMA KbI3MeTiHe
Kanall acep eTeTiHi e3eKTi macenenepain, KatapbiHaa 60abiN OTbip.- KOMNaHMUAHbBIH, HAPbIK KYHbl OHbIH,
TUIMAINIriH aHbIKTaNTbIH bipaeH-6ip KepceTkiw 6onFaHAbIKTaH, byn Makanaga kKnbepluabyblnaapabiH ocbl
KepCeTKillKe biknanbl 3epTreni. KubepwabybingapapiH, UpMaHbiH HapblK KOpCETKilTepiHe bIKNa/bIH
3epTTey YLUiH MaKaiaga okuraHbl 3epTTey (event study) saictemeci KongaHbinabl. COHbIMEH KaTap, *MUblH-
TbIK aHOManAabl NnaaaHbiH (CAR) menliepiHe acep eTeTiH daKTopaapabl 3epTTey YLliH CbI3bIKTbIK perpec-
cuanblk Tangay (OLS) xyprisingi. }ymMbICTbIH, HEri3ri runotesacbl KMbepLwabybligap KOMMNAHUAHbIH, ali-
KbIH ’K9HE »acbIpblH WbIfbIHAAPbIH apTTbipa OTbIPbIN, XUbIHTbIK aHOManabl nangafa (CAR) Tepic acep
eTyi MyMKiH gereH 6onxam 6osbin Tabbinagbl. HapbIKTbIH ¥afbiMcbI3 peakumnsacbl CAR-aiH Tepic wama-
Cbl apKpl/ibl KepiHic Tabaabl. Tangay Kyprisy ywiH asTopnaap 2011-2020 Kbingap apanbifbiHaasbl AKLL
dupmanapbiHbIH, KMbepliabybingapbl Typanbl AepekTepai nanganaHbin, CAR-Fa apTypAai Kubepluabybin
TYP/IEPiHiH acepiH KoOMNaHMA Kesiemi MeH casiacbl 60MbiHLIA 3epTTen WbiKTbl. COHbIMeH bipre, KomnaHu-
AFa eH, Ken Kap»Kbl WbIfbIHAAPbIH SKeNeTiH Knbepluabybln Typi aHbIKTaNAbl. 3epTTey HaTUXKenepi *Kymbl-
CTbIH, Heri3ri rmnoTesacblH pacTan, Knbepwabybingap dvpmanapablb, HapblK KYHbIHA Tepic acep eTeTiHiH
KepceTTi. byaaH bacKka, KN6epPUHLMAEHTTEPAiH, WaFblH KOMNaHMANAPFa TUFI3ETIH Kepi acepi ipi KomnaHu-
ANapfa KapafaHAa alTap/blKTal Kofapbl eKeHi aHbiKkTanabl. Ocblinanwa, Knbepwabybingap KesiHae ipi
KOMMNAHMANAP LWAFbIH }KaHEe opTa KOMMaHUAMAPMEH CabICTbipFaHAa KapXKbl/blK TYPFblAaH OPHbIKTbIPAK,
OereH KopbITbIHAbI *Kacayfa 6onaapl. COHbIMEH KaTap, KMOEPKbIIMbICTbIH, 9KENETIH KapKbl/bIK, LbIFbIH-
Aap Mmeswepi Knbepwabybla TypiHe }KoHe KOMMaHUAHbIH, CaslacbiHa Tayenai 601MaliTbiHbl aHbIKTANAbI.
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AHHOTALUA

B ycnoBusax TeHAEHUMI Bceoblien undpoBM3aLMM MNpobaema BAMAHUA KMbepaTak Ha AeAaTe/IbHOCTU
KOMMNaHUU ABAAETCA BECbMA aKTya/ibHOM. [laHHas cTaTbsA MOCBAWEHA BAUSHUIO KMbepaTak Ha PbIHOYHYIO
CTOMMOCTb KOMMAHWM, TaK KaK AaHHbI MOKa3aTenb onpegenaet apPeKTMBHOCTb AEATENBHOCTU KOMNAHUW.
Ona u3yyeHua BAMAHUA KnbepaTak Ha PbIHOYHblE MOKasaTenn ¢GuMpmMbl B CTaTbe 6blla UCMO/Ib30BaHa
METOLO0N0TUA UccnenoBaHus cobbituii (event study). Kpome Toro, ana nsydyeHnsa GakTopoB, BAMAIOLMUX
Ha Be/IMYMHY COBOKYNMHOW aHOMaNbHOW npubbliv (CAR) 6bl1 NPUMEHEH AWHENHbIA PEerpecCUOHHbINI
aHanu3 (OLS). OcHoBHOM rmMnoTe3on paboTbl ABAAETCA NPeANoIOKEHME, YTO KMbepaTakM MOTyT HEraTUBHO
B/IMATb HA COBOKYMHYH aHOMasbHyto npubbinb (CAR), NoBbilwan sBHble U HeABHble 3aTpaTbl KOMMAHUM.
HebnaronpuatHaa peakuusa pbiHKa OTpaaeTcs B OTpuuaTenbHOM nokasatesne CAR. [na nposengHus
aHa/M3a aBTOPbl MCMO/Ib30BaAW AaHHble O Kubep-nHumaeHtax ¢émpm CLUA ¢ 2011 no 2020 roabl, u
nccaefoBanu BAUSHUE PA3/IMYHBIX TUMOB KnbepaTak Ha CAR B paspese BWOOB OTpac/ier U pasmepos
npeanpuatTuiA. TakKe, Bbln onpeneneH TUN KMBGepnpecTynieHus, KOTOPbIM HaHOCUT 60/bluni yiulepb
KOMNaHWK. Pe3ynbTtaTbl NPOBEAEHHOIO MCCNeA0BaHNA NOATBEPKAAIOT OCHOBHYIO TMNOTE3Y UCCNeA0BaHUA,
M NOKa3blBatOT, YTO KMBEpaTaKM HEraTMBHO BAMAIOT HA PbIHOYHYHO CTOMMOCTb GUpM. Kpome 3Toro, 66110
BbIAB/IEHO, YTO HEFATUBHOE B/IMAHME KnbepaTak Ha Masible KOMMaHUK CYLLLECTBEHHO BblILLE, YEM Ha KPYMHbIE.
Takum 0bpa3om, MOXKHO CAENATb BbIBOA O TOM, YTO KpYMHble KOMMNaHWn 6onee GUHAHCOBO YCTOMUYMBDLI NO
CPaBHEHMUIO CO CPEAHMMM U MabIMM KOMMAHMAMMU BO BpeMs KnbepaTaK. B pesy/ibTaTe UCCNef0BaHNA TaK-
e BbIAB/IEHO, YTO GUHAHCOBBIN YLEPO OT KNMbepnpecTynaeHusa He 3aBUCUT OT BUAA KMbepaTaku U OT TMNa
WMHAYCTPUMU K KOTOPOWM NPUHALNEKUT KOMMNAHUA.

K/TIOYEBBIE C/IOBA: 3KOHOMWKA, NpakTMKa, ¢upma, KubepaTaka, KMbBep-MHUMAEHT, COBOKYMHasA
aHOMasIbHas NpubbINb
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Introduction

On the 29" of July 2019, the personal informa-
tion of US bank Capital One Financial, involving
the confidential data of more than 100 million cus-
tomers, was exposed to the public. The company’s
share price dropped nearly 6% the next day. The
incremental cost of this data breach is supposed to
be beyond $100 million (Murphy & Bond, 2019).
In December 2019, Travelex announced a hacker
attack that demanded a ransom to prevent the ex-
posure of the personal data of their users, including
account names and credit card details. It resulted in
£25 million in losses to Travelex, which was deteri-
orated by the coronavirus effect (Warrell, 2019). It
is believed that cyberattacks lead to considerable fi-
nancial losses. The total financial losses from cyber-
security breaches in 2020 were estimated to reach
$1.8 billion, compared with $1.2 billion in 2019
(Hiscox, 2020).

The number of cyberattacks is multiplying
due to the digitalisation of all activities, specifically
during the pandemic period. In the digital era, every
firm can be targeted as a victim of a privacy breach
event. That is why it is essential to investigate cy-
bersecurity breach incidents over the years and to
study how they affect the performance of firms.

This paper focuses on whether cybersecurity
breaches impact a firm’s value and operating per-
formance. Previous studies find that breaches nega-
tively affect a firm’s market value (Campbell et al.,
2003; Garg et al., 2003a, 2003b; Hovav & D’Arcy,
2003, 2004; Cavusoglu et al., 2004; Kamiya, 2018).
In addition, some studies have shown that negative
impacts differ depending on the type of breach and
firm characteristics (Cavusoglu et al., 2004; Hovav
& D’Arcy, 2003; Hovav et al., 2017). Also, some
empirical results have found mixed evidence that
breaches impact firm revenue, profit, reputation, and
financial policy (Gordon et al., 2003; Mukhopad-
hyaya et al., 2013; Low, 2017; Kamiya, 2018; Garg,
2020). Therefore, it is interesting to explore further
how cybersecurity incidents affect a firm’s perfor-
mance, investment, and financial policies with up-
dated data, following the steps and logic used in the
previous research.

The first hypothesis of this paper is that cy-
bersecurity breaches result in negative cumulative
abnormal returns (CARs). The following hypothesis
is that market reaction to cyberattacks depends on
the firm type. The third hypothesis is that there are
significant differences between the negative CAR
depending on the firm size. Additionally, the fourth
hypothesis of this research is that various breach
types impact CAR differently.

The event study methodology is used in this
research to examine CAR caused by security breach
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incidents. The data used in the study is collect-
ed from the Audit Analytics database, while stock
prices and market returns are from the Center for
Research and Securities Prices (CRSP) dataset. Fur-
thermore, annual firm performance data is retrieved
from the Compustat database.

The CAR is calculated using the main steps of
the event study for (-1,+1), (-3,+3), and (-5,+5) event
windows. After that, a t-test on CARs is conducted
to study how CARs differ across the firm type, firm
size, and breach type. Then, the regression of CARs
(-1,+1) on the factors that can impact CARSs is run.

The main results are consistent with the previ-
ous research. Thus, the t-test results reveal a signif-
icant negative impact of cyberattacks on the firm’s
value. Moreover, results show different market reac-
tions for small firms. They experience a significant
drop in the firm’s value due to the cyberattack. How-
ever, the following t-tests reveal no consistent evi-
dence between the market reaction to cyberattacks
across industries, firm size, and cyberattack type.

Literature review — Hypotheses

There is a stream of research today on the re-
lationship between cybersecurity breaches and the
market value of a company. It is suggested that
announcements about cybersecurity incidents neg-
atively impact publicly traded companies’ cumula-
tive abnormal returns (CAR). Campbell et al. (2003)
have found that cybersecurity incidents related to
lost confidential information significantly negative-
ly impact CAR. Goel and Shawky (2009) investi-
gated that cyberattacks harmed the market value.
Cavusoglu et al. (2004) have investigated cyberse-
curity breaches impact and detected a 2.1% loss in
the firm’s market value. Moreover, they have identi-
fied that the negative impact depends on the incident
type, firm type, and size.

It was suggested that only companies that
actively use websites and provide online services
absorb more negative effects during cybersecurity
breaches disclose (Hovav & D’Arcy, 2003). How-
ever, to date, every company is using websites to
increase their market share, specifically during
COVID-19 and the restriction of offline services.
Cybersecurity is becoming an essential part of mod-
ern business that relates to the heavy use of Internet
sources. Cyber attackers are developing methods
for accessing companies’ financial and personal in-
formation. Therefore, in further examining the im-
pact of cybersecurity breaches impact, Hovav et al.
(2017) have identified that the objective, specific
tools used for the cybercrime, and type of the attack-
er, also significantly impact the company’s market
value. Gordon et al. (2003) revealed that cyberse-

203



curity breach announcements result in harmful to
firms’ revenue, profit, and reputation.

Furthermore, Mukhopadhyaya et al. (2013)
and Low (2017) found that cyberattacks negatively
impact profit, market capitalization, and intangible
assets such as a firm’s brand image. Moreover, re-
cent studies have found changes in firm econom-
ic policy, such as increasing cash holdings (Garg,
2020) and reconsidering investment and compensa-
tion policies (Kamiya, 2018). Given that, it is essen-
tial to study how cybersecurity breaches can affect
the firm’s various activities.

It should be noted that some researchers dis-
tinguish cybersecurity breaches from data privacy
breaches. Personal data breaches can emerge from
cybersecurity incidents, and they are related to the
disclosure of personal information about the com-
pany, its customers, and suppliers. Thus, many re-
searchers are examining the impact of personal
information disclosure on firm performance. Ac-
cording to studies by Gatzlaff and McCullough
(2010) and Martin et al. (2017), the announcement
about personal information breaches has a signif-
icant negative impact on the company’s perfor-
mance. In addition, Martin et al. (2017), Jeong et al.
(2019), and Janakiraman et al. (2018) have revealed
the fact that a personal data breach announcement
can give competitive advantages to rival firms dam-
aging firms that have experienced a cyber-attack.
It raises a concern that collecting and storing pri-
vate information about customers, shareholders,
and other stakeholders can increase the risk of data
vulnerability. According to the study by Martin et
al. (2017), breach announcements can negatively
impact customers’ decisions about the goods and
services of breached companies, decreasing their
spending. Therefore, there is a need to research this
aspect in detail and study how personal data breach-
es can affect the firm’s stakeholders.

This study uses a dataset for the last ten years
in the USA to examine how cybersecurity breaches
impact various firms’ activity. It is important to note
that the USA is the first country that implemented
mandatory breach disclosure rules under the State
Security Breach Notification Laws. According to
the Audit Analytics database, registered cyberse-
curity incidents in the USA for only six months of
2021 (107) are more than all registered cyber-crimes
in 2020 (105). It should be noticed that the majority
of previous studies focused on the impact of cyber-
attacks on US firms examining events that occurred
at the beginning of the 2000s (Campbell et al., 2003;
Garg et al., 2003a, 2003b; Hovav & D’Arcy, 2003,
2004; Cavusoglu et al., 2004). Given that, it becomes
relevant to revise all the statements that have been
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made in previous years using the updated database.

How cybersecurity breaches impact the mar-
ket value of firms is of interest to this research since
the firm value is an indicator of firm performance.
Increasing the firm’s market value and relative
shareholder wealth is the primary purpose of the
company’s managers (Martin & Murphy, 2017). A
cyberattack announcement is supposed to change
market reaction, which is predicted to be harmful
since cyber-crime incidents can lead to high implic-
it and explicit costs for a firm. An adverse market
reaction reflects a negative cumulative abnormal
return (CAR) during the event. This study will ex-
plore this impact on different industries. It will help
understand whether the specific industry firms are
a target of cyber-attacks. Moreover, how cyberse-
curity incidents impact different-sized firms will be
investigated. Finally, it will explain whether large
firms have advantages over medium and small ones
to sustain financially during cyber-attacks.

Furthermore, defining which type of cy-
ber-crime is more damaging is essential. Explor-
ing the impact of various types of cyber-crime can
give a clear picture of which are more dangerous
for firms and help managers implement an efficient
firm’s cybersecurity resilience system. In addition,
it is essential to quantify the impact of cybersecurity
breaches by evaluating the average financial losses
from cybersecurity breaches. Do the considerable fi-
nancial losses influence a significant drop in market
value or not?

First, market reactions to the disclosure of cy-
bersecurity breaches are analysed to answer these
questions. It is believed that cyber-attacks lead to
negative implications such as decreasing the market
value of the firm, high expenses due to the recover-
ing reputation, and financial losses after breaches.
The research will attempt to identify whether there
is a significant negative cumulative abnormal return
or not. This consideration leads to the following hy-
pothesis:

HI: A cybersecurity breach announcement re-
sults in a negative abnormal return

Rejection of HO would signal market par-
ticipants’ response to the announcement of a data
breach.

Moreover, which type of firms are likely to be
affected by cyber-attacks will be determined by set-
ting the following hypothesis:

H2: The impact of cybersecurity breach an-
nouncement on cumulative abnormal return de-
pends on the industry type

Ixonomuxa: cmpamezusn u npakmuxa. T. 18, N 4, 2023 / Economics: the Strategy and Practice. Vol. 18, No 4, 2023



Rejection of HO would signal a difference in
response to the cybersecurity breaches between
firms according to the industry type.

Next, another firm-specific parameter, such
as firm size, will explore the impact of firm size on
cumulative abnormal return. For this purpose, the
following hypothesis will be considered:

H3: The impact of cybersecurity breach an-
nouncement on cumulative abnormal return de-
pends on the firm size

Rejection of HO would again signal a differ-
ence in response to the cybersecurity breaches be-
tween firms according to the firm size.

Another way to consider the impact of cyber-
security breach announcements is to find the rela-
tionship between cyber-crime type and cumulative
abnormal return. For example, Campbell et al.
(2003), Cavusoglu et al. (2004), and Gatzlaff & Mc-
Cullough (2010) revealed a different effect of breach
type on a firm’s market value. Given that, it is inter-
esting to revise how various types of breaches can
impact the firm’s performance. For that reason, the
following hypothesis will be set:

H4: There are significant differences between
the negative cumulative abnormal return of cyber
incidents depending on the breach type

Rejection of HO would signal a different reac-
tion to the cybersecurity breaches depending on its

type.

Methodology

The event study methodology is used in this
research to investigate the impact of announcements
about cybersecurity breaches on a firm’s market per-
formance. The event study helps to examine cumu-
lative abnormal returns caused by security breach
incidents. We can interpret whether the event sig-
nificantly impacts stock price variance (McWilliams
& Siegel, 1997; MacKinlay, 1997).

The market model (MM) is used to explore the
cumulative abnormal returns caused by cybersecu-
rity incidents, as suggested by McWilliams & Sie-
gel (1997) and MacKinlay (1997). According to the
standard event study, the difference between return
and expected return is determined by regression.
The standard formula used for that calculation is as
follows:

Rig =0+, * Ryet &5 M
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where, R — Return

i — the firm,

t — event data,

R — market index,

a, 5 - market model parameters
& -residual

Identifying an event window and estimation
period for the market model is required. Usually,
the estimation period takes 120 trading days before
the event window. The event window can be set as
1,3,5,10-days before and 1,3,5,10-days after the in-
cident. The event windows are used in 3, 7, and 11
days overall (1, 3, and 5 days before and after the cy-
bersecurity incident). The reason for taking [-1,+1],
[-3,+3], [-5,+5] event windows is that there can be
an interval between dates when the breach happens,
then revealed and announced to the public. Market
value might not absorb all information in the short
event window in 1 or 3 trading days. That is why it
is essential to see the differences between event win-
dows results and compare them. Taking a long 21
days event window might have a confounding effect
on other events. Therefore, in performing the event
study, estimation windows will be set as 119-days
(-120,-2), 117-days (-120,-4), and 115-days (-120,-
6), while event windows will include three trading
days (-1,+1), seven trading days (-3,+3), eleven
trading days (-5,+5), respectively.

Then actual return will be compared with the
expected return calculated by regression. This mod-
el looks as follows:

ARy = Ry — (o, +B; * Rype) )

where AR — abnormal return

i — the firm,

k — is the time period of the event window, in
our case, its 11 days

R — actual return of firm i in the period k

R — market index, in k time period

mk
a, 3 - market model parameters

After that, cumulative abnormal return (CAR)
is calculated by summing abnormal return for the
11-day event window. The following formula is
used:

CAR; = YK=5_ ARy,

)

A linear regression analysis (OLS) is imple-
mented to investigate factors that impact cumulative
abnormal returns and whether the effect of the an-
nouncement varies for different variables, such as
firm size, type, cybersecurity breaches type, and fi-
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nancial losses. The empirical model can be present-
ed as the following equation (3):

CAR; =a+ p, * Firmsize + 3, x Firm type +
Repeated Attacks +p, * Multiple Attacks +

+ p; * Incident type + +/, *

+p, * ROA +f, * Ln(Revenue) + &p, (4)

where, , - regression model parameters,
- residual.

The dependent variable is CAR. The regression
model includes four types of independent variables.
Firstly, some variables for company characteristics,
such as Firm size and firm type, are used. The firm
size is determined by the total assets of small, medi-
um, large, and massive companies.

Then, it is considered to generate a set of dum-
my variables Firm type = {Manufacturing, Trans-
port, Wholesale, Retail, Finance, Services, Mining,
and Construction} according to the industry type by
the SIC Code classification (SIC-NAICS, 2021).

The incident type variable is included in order
to control for event characteristics. It is suggested
by Cavusoglu et al. (2004), Chen et al. (2011), Das
et al. (2012), Gordon et al. (2011), Hovav & D’Ar-
cy (2003) that the prominent cybersecurity breach-
es can be divided as credit card information loss,
hacking, personal information disclosure, software
damages. Our dataset downloaded from the Audit
Analytics database consists of extended types of
incidents, including ransomware and unauthorised
access as a separate types of hacking. It is essential

to break down the incident types to examine which
have a more negative impact on firm performance.
Therefore, it is considered generating the set of
dummy variables Incident = {Phishing, Malware,
Misconfiguration, Ransomware, Unauthorised Ac-
cess and Not disclosed}.

Moreover, it is considered to use information
about repeated attacks within a year and an entire
period. For that purpose, we divided firms into two
groups and created dummy variables, such as re-
peated attacks and multiple attacks. Using these two
variables in regression helps examine whether re-
peated attacks impact CAR or not. Further, we use
another firm-specific characteristic that defines firm
performance, such as Return on assets (ROA) and
the natural logarithm of Revenue (/n(Revenue)).

Data collection and sample description

The Cybersecurity Disclosure Day is taken as
an “event” to study the impact of breaches on the
market value of US firms. A new dataset of US firms
for the 2011-2020 period is used to verify previous
studies that have found a negative impact of cy-
berattacks on shareholders wealth. The number of
cybersecurity incidents for the USA companies is
collected from the Audit Analytics database. The
initial sample of the cybersecurity breaches contains
674 observations. 2 observations without indicated
event date and six observations without information
about firm characteristics such as sic code are de-
leted. The sample consists of 666 observations for
that period.

Table 1 shows the annual frequency of cyber-
security breaches from 2011-2020.

Table 1 - The number of cybersecurity breaches per year

Year Number of incidents Percentage
2011 24 3.59
2012 29 4.35
2013 39 5.86
2014 55 8.26
2015 41 6.16
2016 49 7.36
2017 82 12.31
2018 109 16.37
2019 133 19.97
2020 105 15.77
Total 666 100
Note: developed by authors using the Audit Analytics database for 2011-2020
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The chronological distributions of 666 cyber-
attacks over the period 2011 to 2020 by industry are
presented in Table 2:
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Table 2 - Distribution of Cyberattacks by Industry

Industry type Number of incidents Percentage
Mining, gas, and oil field 2 0.3
Construction 2 0.3
Manufacturing 160 24.03
Transport, communications 93 13.96
Wholesale trade 17 2.55
Retail trade 95 14.26
Finance 102 15.32
Service industries 195 29.28
Total 666 100
Note: developed by authors using the Audit Analytics database for 2011-2020

Thirty-one observations are deleted since there
are no records about firm characteristics such as cu-
sip number. The remaining 635 cyber incidents are
explored to determine whether there are repeated

cyber-attacks. Three hundred thirteen firms experi-
enced only a single attack for the 2011-2020 period,
while 114 firms experienced multiple attacks (Table
3).

Table 3 - The number of not-repeated cyber-attacks for the 2011-2020 period

Number of cyber-attacks per firm Total number of attack Number of firms

1 313 313
2 138 69
3 75 25
4 36 9
5 30 6
6 - -
7 7 1
8 16 2
9 - -
10 20 2

Total 635 427

Note: developed by authors using the Audit Analytics database for 2011-2020

This table shows 313 firms experienced only
one attack from 2011-2020. Our sample consisted
of 427 firms with at least one cyber incident. Then,
208 duplicated events are deleted. In summary, the

dataset consists of 427 cybersecurity breaches. In
addition, 24 observations with no information about
total assets were deleted.

Table 4 summarises the sampling process.
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Table 4 - Data set and applied filters for cyber-attack incidents

No. Applied filters Number of events
Initial Deleted Remaining
1 Observations collected from the Audit Analytics database 674 - 674
2 Deleted:
with no records of event characteristics such as event date, 674 39 635
siccode, customer numbers
duplicated events 635 208 427
with missing values 427 24 403
the final sample of cyber security events 403 403
Note: developed by authors using the Audit Analytics database for 2011-2020

Moreover, the Wharton Research Data Services
(WRDS) database, namely the Center for Research
and Securities Prices (CRSP) dataset, has been used
for retrieving daily equity data for the USA firms
(i.e., closing price, cumulative adjusted price factor,
number of shares outstanding, the value-weight-
ed return including distributions as a proxy for
the market return). This initial dataset consists of
18,046,296 observations, of which 8,674,525 are
excluded for being related to non-public companies.
Furthermore, 99,196 observations related to firms
whose common stocks do not trade on the NYSE,
NASDAQ, and AMEX are deleted. The remain-
ing 9,272,575 observations are checked for dupli-
cated events. Finally, after merging two datasets,
8,413,404 observations are deleted, and the final
sample consists of 859,171 observations.

It is decided to exercise 1-, 3- and 5-day event
windows to see the market’s reaction and compare
them since there are some delays in the discovery
and public announcement of cybersecurity inci-
dents. Therefore, the start days can differ from the
announcement and disclosure days of the breaches.

Then, the initial 76,797 observations with less
than 11 days of the event windows and 17,388 ob-
servations with less than 115 days of estimation
windows are deleted. As a result, the total number of
remaining observations matched the requirements
of the chosen event study methodology consists of
764,986, and the number of observing cybersecuri-
ty breach incidents is 337. Table 5 summarises the
sampling process.

Table 5 - Data set and applied filters for event study

No. Applied filters Number of events
Initial Deleted| Remaining
1 Observations collected from the WRDS database 18,046,296 -| 18,046,296
2 Deleted: 18,046,296 8,674,525 9,371,771
non-public companies
not publicly traded companies 9,371,771 99,196| 9,272,575
duplicated events 9,272,575 -1 9,272,575
3 Events reported by Audit Analytics 403 - 403
4 Merging two datasets 9,272,575 8,413,404 859,171
Deleted:
Breaches that have less than 11 days of event window and less 859,171 94,185 764,986
than 115 days of the estimation period
6 The final sample of observations 764,986 764,986
the final sample of events 337 337
Note: developed by authors using WRDS and Audit Analytics database for 2011-2020
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Empirical Analysis

Impact of cybersecurity breaches on firm
value

The results of the event study of cybersecurity
incidents for the 2011-2020 period are presented in
this section. 1-,3-, 5-day event windows and 119-
,117-, 115-day estimation windows are taken to ex-
plore the market reaction.

Table 6 presents the descriptive statistics of
CAR for various event windows. It shows that the
mean value of CAR on the event day is negative
for all three windows, i.e. -0.7%, -0.9%, and -0.8%,
respectively. Also, the distribution of CARs is neg-
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atively skewed, indicating that more CAR values
are negative. Thus, the value for CAR (-5,+5) has a
moderate skewness of -0.88, while short event win-
dows have higher but acceptable values as -1.83 for
CAR (-1,+1) and -1.69 for CAR (-3,+3). Further-
more, the kurtosis of CAR(-1,+1) has a high value of
27.71, which is decreased to 15.59 for CAR (-3,+3)
and 11.17 for CAR (-5,+5). It shows that CARs dis-
tributions are too peaked, and more CAR values are
closely around the mean. Moreover, it indicates that
distributions are more heavy-tailed than a normal
distribution and have some extreme values.

Table 6 - Descriptive Statistics of CARs

CAR (-1,+1) CAR (-3,+3) CAR (-5,+5)
Mean -0.007 -0.009 -0.008
Median -0.004 -0.004 -0.005
Standard Deviation 0.046 0.065 0.079
Min -0.411 -0.434 -0.514
Max 0.277 0.267 0.321
Variance 0.002 0.004 0.006
Skewness -1.83 -1.69 -0.88
Kurtosis 27.71 15.59 11.17
Observations 337 337 337
|Note: Calculated by authors using Statal6 period.

It 1s noticeable that the negative CAR for the
3-day window increases from -0.7% to -0.9%, then
in the 5-day window, it slightly decreases back to
-0.8%. Thus, it can be interpreted that cybersecurity
incidents significantly impact the market in a short

To examine the significance of the negative
CAR value, we run a one-tailed ¢-test for three event
windows. The output of the test is shown in Table 7.

Table 7 - t-test results of CARs

CAR (-1,+1) CAR (-3,+3) CAR (-5,+5)

Observations 337 337 337
Mean -0.007%** -0.009*** -0.008**
Standard Error 0.002 0.004 0.004
Standard Deviation 0.046 0.065 0.079
[95% Conf. Interval] -0.012 -0.016 -0.017

-0.002 -0.002 0.0001
T -2.810 -2.638 -1.944
degrees of freedom 336 336 336
Pr(T<t) 0.002 0.004 0.026
Notes:
1) * p<0.10, ** p<0.05, *** p<0.01
2) Calculated by authors using Statal6
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The study reveals that the mean CAR (-1,+1)
and CAR (-3,+3) are statistically significant at 1%.
Likewise, the mean CAR (-5,+5) is also statistically
significant but at 5%.

The hypothesis test makes it possible to con-
firm that cybersecurity attacks negatively impact the
firm’s market value.

Impact of firm and cybersecurity breach
specific characteristics on average CAR.

To study the market reaction across the differ-
ent firm types, we ran t-tests and the ANOVA-tests,
where the dependent variable was CAR, and firm
type was the independent variable. Table 8 presents

the hypothesis test result that the firm’s type impacts
CAR in 1-, 3-, and 5-days event windows. Accord-
ing to these results, firms in the financial, transport,
and communications spheres significantly damage
CARs in all three event windows. The highest neg-
ative CAR is -2.8% for transport and communica-
tions firms in a 5-day window. It is statistically sig-
nificant at 1%. Retail firms have -1.2% CAR (-1,+1)
and -1.7% CAR (-3,+3) at 5% significance level.
Furthermore, it is noticed that construction firms
have -2.8% CAR (-3,+3) at 10% level of signifi-
cance. However, this result is not meaningful since
the number of construction firms is too small.

Table 8 - Comparison of CARs between various firm types

Observations CAR (-1,+1) CAR (-3,13) CAR (-5,+5)

Mean of CARs

Manufactory 88 -0.007 -0.006 0.002
(0.137) (0.247) (0.556)

Transport and communications 51 -0.009* -0.016* -0.028%**
(0.060) (0.060) (0.005)

Wholesale 14 0.007 0.004 -0.003
(0.703) (0.609) (0.412)

Retail 44 -0.012%* -0.017** -0.011
(0.019) (0.031) (0.257)

Finance 48 -0.008* -0.012%** -0.011%*
(0.063) (0.038) (0.080)

Service 89 -0.005 -0.006 -0.006
(0.151) (0.120) (0.166)

Mining, oil, and gas 1 0.022 0.089 0.038
(N/A) (N/A) (N/A)

Construction 2 -0.021 -0.028* -0.023
(0.118) (0.067) (0.116)

Test of differences

F-test (ANOVA) 0.39 0.64 0.71
(0.910) (0.721) (0.661)

Notes:

1) P-values reported in parentheses are based on standard errors

2) * p <0,10, ** p <0,05, *** p <0,01

3) Calculated by authors using Statal6

Notwithstanding the significant negative CAR
values for a specific type of firm, a test of differenc-
es (ANOVA-test) defines that the p-value is more
than 0.05 (0.910, 0.721, and 0.661, respectively).
Therefore, we can state that CAR values do not sig-
nificantly differ between various firms.

Table 9 reports the t-test results for comparing
CARs of various-sized firms. The test output re-
veals that almost all firms except the medium have
significant damaging CARs. Thus, the highest neg-
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ative CAR at a 5% significance level is observed
for small-sized firms, -1.4%, -2.3%, and -2.3% for
1-,3-, and 5-day event windows, respectively. The
lowest negative CAR at 10% has experienced huge
firms in CAR (-1,+1) and CAR (-5,+5), -0.5% and
and 0.661, respectively). Therefore, we can state
that CAR values do not significantly differ between
various firms.
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Table 9 reports the t-test results for comparing
CARs of various-sized firms. The test output re-
veals that almost all firms except the medium have
significant damaging CARs. Thus, the highest neg-
ative CAR at a 5% significance level is observed
for small-sized firms, -1.4%, -2.3%, and -2.3% for
1-,3-, and 5-day event windows, respectively. The
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lowest negative CAR at 10% has experienced huge
firms in CAR (-1,+1) and CAR (-5,+5), -0.5% and
-0.7%, respectively. Big firms have significance at
1% level -0.9% and -1.3%, and at 5% level -1.4%
for 1-,3-, and 5-day windows, respectively. Medium
firms have positive 0.1%, 0.3%, and 1.1% CARs.
However, they are insignificant.

Table 9 - Comparison of CARs between different firm sizes

Observations | CAR (-1,+1) CAR (-3,1+3) CAR (-5,15)
Mean of CARs
Small 85 -0.014** -0.023%* -0.023%*
(0.029) (0.016) (0.032)
Medium 83 0.001 0.003 0.011
(0.552) (0.668) (0.924)
Big 84 -0.009%** -0.013%** -0.014%*
(0.004) (0.002) (0.041)
Very big 85 -0.005* -0.004 -0.007*
(0.053) (0.198) (0.070)
Test of differences
F-test (ANOVA) 1.58 2.57* 2.82%%*
(0.194) (0.054) (0.039)
Bonferroni test 0.026* 0.034%*
(Differences between medium and small (0.06) (0.031)
firms)
Notes:
1) P-values reported in parentheses are based on standard errors
2) * p <0,10, ** p <0,05, *** p <0,01
3) Calculated by authors using Statal6

Test of differences reveals some diversity in
market reaction across various-sized firms since the
p-value is 0.054 for CAR (-3,+3) and 0.039 for CAR
(-5,+5). Thus, we can reject a null hypothesis and
state that firm size can impact CAR differently. The
Bonferroni test has been run to define the difference
between firms. Bonferroni test reveals the difference

between medium and small firms is -2.6% for CAR
(-3,+3) and -3.4% for CAR (-5,+5).

Table 10 represents the t-test output for de-
fining whether there is a different market reaction
across various types of attacks.

Table 10 - Comparison of CARs between various types of attack

Observations CAR (-1,+1) CAR (-3,1+3) CAR (-5,15)
Mean of CARs
Malware 66 0.002 0.003 0.009
(0.636) (0.678) (0.808)
Malware/Phishing 1 -0.024 -0.096 -0.074
(N/A) (N/A) (N/A)
Misconfiguration 15 -0.005 0.005 -0.007
(0.352) (0.607) (0.393)
Not Disclosed 115 -0.005%* -0.008* -0.011%*
(0.062) (0.059) (0.037)
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Phishing 63 -0.010%* -0.020%* -0.011
(0.034) (0.027) (0.165)

Ransomware 25 -0.013 -0.016 -0.023
(0.273) (0.243) (0.162)

Unauthorized Access 52 -0.015%** -0.016%* -0.015%
(0.000) (0.019) (0.058)

Test of differences

F-test (ANOVA) 0.82 1.21 0.88
(0.552) (0.299) (0.513)

Notes:

1) P-values reported in parentheses are based on standard errors

2) * p <0,10, ** p <0,05, *** p <0,01

3) Calculated by authors using Statal6

The test defines that Unauthorised Access has
the highest negative and significant CARs, -1.5%
at 1% level, -1.6% at 5%, and -1.5% at 10% lev-
el for 1-,3-, and 5-day windows respectively. Fur-
thermore, Not Disclosed cyberattacks also have
significant negative average CAR, -0.5% at 10%
level for CAR (-1,+1), -0.8% at 10% level for CAR
(-3,13), -1.1% at 5% level of significance for CAR
(-5,15). Malware has a cheerful insignificant CAR,
while Phishing has a significant at 5% level -1.0%
and -2.0% mean for CAR (-1,+1) and CAR (-3,+3).

There is only one observation where Malware and
Phishing are combined, which is why it is not a re-
liable result, and we cannot take into account these
damaging CARs even they are very high compared
with others (-2.4%, -9.6% and -7.4%).

The ANOVA-test does not reveal any differ-
ences between CARs of various cyber-attack types
since the p-value is more than 0.05 (0.552, 0.299,
and 0.513). Thus, we can assume that market reac-
tion to various types of breaches is not significantly
different.

Table 11- compares CARs of firms experiencing a different type of information loss.

Table 11 - Comparison of CARs between various information loss

Observations CAR (-1,+1) CAR (-3,+3) CAR (-5,+5)
Mean of CARs
Financial 105 -0.013%** -0.016%*** -0.014%**
(0.004) (0.003) (0.049)
Not Disclosed 15 0.013 0.008 -0.018
(0.708) (0.582) (0.234)
Other 53 -0.012%* -0.007 -0.004
(0.096) (0.249) (0.379)
Personal 164 -0.004** -0.008** -0.005
(0.046) (0.036) (0.152)
Test of differences
F-test (ANOVA) 1.93 0.76 0.37
(0.124) (0.515) (0.774)
Notes:

2) * p <0,10, ** p <0,05, *** p <0,01
3) Calculated by authors using Statal6

1) P-values reported in parentheses are based on standard errors
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The test reveals that financial information loss
significantly impacts the market. Thus, average
CAR (-1,+1) is -1.3%, CAR (-3,+3) is -1.6% at 1%
significance level, and CAR (-5,+5) is -1.4% at 5%
level. Personal information loss also negatively im-
pacts CAR at a 5% significance level, taking -0.4%
and -0.8% in 1-day and 3-day event windows, re-
spectively. Other information losses are also neg-
ative but insignificant in CAR (-3,+3) and CAR
(-5,15), while not disclosed information losses are
positive but not significant in CAR (-1,+1) and CAR
(-3,13). However, the last result is meaningless due
to the small sample size of not-disclosed informa-
tion cases.

Running the ANOVA test indicated no signif-
icant difference in market reaction between various
information losses since the p-value is 0.124, 0.515,
and 0.774 for three windows greater than 0.05.
Therefore, we can state that various information
losses do not negatively impact CAR differently.

Correlation analysis among variables

Before running regression, the correlation
analysis between all variables is carried out in this
paper. The result is shown in Table 12.
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It can be noticed that there is a strong positive
linear relationship between CAR and ROA, indicat-
ing that companies with high ROA rates have more
positive CAR than companies with lower ROA.
Moreover, the correlation coefficient between CAR
and records losses is -0.1985, which is statistically
significant at 5%, showing that extensive records
losses will decrease CAR. In addition, the correla-
tion analysis reveals the linear relationship between
CAR and the type of attack (0.12 at 5% significance
level).

Furthermore, correlation analysis has shown
a significant positive linear relationship between
multiple attacks and firm size, ROA, and revenue.
The correlation coefficients are 0.1882, 0.0961, and
0.2649, respectively, indicating that big, profitable
firms with significant revenues can be a target for
cyclically repeated cyberattacks. Also, a linear re-
lationship between multiple attacks and firm type
reveals that a specific firm type can be a target. In
addition, the relationship between multiple attacks
and types of attacks points out the fact that specific
types of attacks tend to repeat.
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It should be noted that type of attack defines
the number of record losses, duration, late discov-
ery, and delay in disclosure of the breach. The last
three variables have a significant strong relationship
since they have almost the same basis of informa-
tion.

Regression analysis of CAR

Ordinary least squares (OLS) regressions have
been established to determine which factors are re-
sponsible for a negative CAR mean. This paper tries
to explain the impact of various variables such as
Firm size, Firm type, Type of information, Type of
attack, repeated attacks within one year, multiple
attacks for the decade, Return on Assets (ROA),
and the natural logarithm of Revenue, Number of
Records Lost, Duration, Late Disclosure and Late
Discovery of the attacks on dependent variable CAR
(-1,+1). Table 13 presents the output of the regres-
sion results.

ROA and Revenue are used as determinants of
firm performance. Repeated attacks and multiple at-
tacks are dummy variables that take a value equal to
one if cyber-attacks are repeated and zero otherwise.

In Regression (1), we define that the coefficient
of small-sized firms is significant at a 10% level, in-
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dicating that small firms have a lower average CAR
than the largest ones by -2.2%. Moreover, coeffi-
cients on cyberattacks, such as Phishing, Ransom-
ware, and Unauthorised Access, are negative and
significant. For example, phishing decreases aver-
age CAR by 1.9% compared to malware attacks at
a 5% significance level. Moreover, ransomware de-
creases CAR’s mean by 2.3% at a 5% significance
level, compared with malware. Likewise, unautho-
rised access can drop CAR more harmful than mal-
ware by 2.3% at a 1% significance level.
Furthermore, financial information losses can
decrease CAR by 1.3% at a 5% level, compared
with personal information losses. We can notice that
ROA positively impacts CAR. Increasing ROA for
one rate tends to increase the average CAR by 7.3%
at a 1% level, indicating that, on average, firms with
high ROA do not have a negative breach impact. In
terms of the explanatory power of the regression
model, adjusted R* is not large enough, revealing
that independent variables explain only 7.4% of the
variability CAR. Even though the F-statistic is sig-
nificant at a 1% level since the p-value is 0.002, it
indicates that the Regression (1) is meaningful.

Table 13 - OLS regressions of CAR (-1,+1)

Independent CAR (-1,+1)
variables 1) (2) 3) 4) 5) (6)

Firm size

-small -0.022* -0.014 -0.030 -0.029 -0.021 -0.017
(0.095) (0.346) (0.222) (0.276) (0.291) (0.579)

-medium -0.004 0.006 (0.610) -0.014 -0.004 -0.007 -0.016
(0.681) (0.478) (0.866) (0.625) (0.536)

-big -0.012 -0.003 (0.731)| -0.030%** -0.027* -0.022* -0.025
(0.141) (0.047) (0.090) (0.066) (0.219)

Firm type

- Transport and -0.009 0.004 -0.024 -0.030** -0.021* 0.002

communications (0.286) (0.703) (0.116) (0.050) (0.084) (0.901)

- Wholesale trade 0.015 0.001 (0.954) 0.028 0.008 0.027 0.021
(0.246) (0.207) (0.743) (0.173) (0.407)

- Retail trade -0.006 0.008 (0.389) -0.008 -0.017 -0.008 0.038
(0.494) (0.600) (0.379) (0.524) (0.103)

- Financial firms -0.006 (0.503) |[-0.002 (0.878) 0.005 0.001 0.003 -0.024

(0.749) (0.944) (0.824) (0.345)

- Services -0.004 0.004 0.007 0.012 0.003 -0.009
(0.523) (0.655) (0.584) (0.320) (0.735) (0.531)

- Mining, oil, and gas 0.064 0.072 0.077 0.065
(0.156) (0.165) (0.130) (0.174)

- Construction -0.013 -0.001 -0.038 -0.007 -0.023 -0.026
(0.679) (0.968) (0.463) (0.888) (0.492) (0.457)
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Type of attack

Malware/Phishing -0.048 -0.055* -0.044 -0.048
(0.288) (0.081) (0.380) (0.304)
Misconfiguration -0.014 -0.023 (0.147) -0.026 -0.013 -0.003
(0.278) (0.297) (0.676) (0.896)
Not Disclosed -0.012 -0.012 (0.129) -0.006 -0.003 -0.007 -0.029*
(0.092) (0.659) (0.870) (0.492) (0.093)
Phishing -0.019** -0.015 -0.021 -0.006 -0.019 -0.012
(0.024) (0.121) (0.158) (0.700) (0.101) (0.537)
Ransomware -0.023** -0.006 -0.003 -0.003 -0.009 0.013
(0.045) (0.789) (0.859) (0.869) (0.566) (0.652)
Unauthorized Access -0.023*** -0.019** -0.021 -0.021 -0.026** -0.028*
(0.009) (0.042) (0.148) (0.208) (0.026) (0.060)
Type of information
Financial -0.013** -0.015%* -0.007 -0.005 -0.015 -0.017
(0.040) (0.012) (0.562) (0.680) (0.110) (0.280)
Not Disclosed 0.031%** 0.040* 0.082%** 0.028
(0.017) (0.071) (0.002) (0.143)
Other -0.007 0.021 -0.011 -0.023 -0.009
(0.324) (0.421) (0.533) (0.172) (0.423)
Repeated attacks -0.003 -0.012 0.019 0.013 0.022 0.039*
(0.771) (0.315) (0.368) (0.563) (0.180) (0.095)
Multiple attacks -0.005 -0.012* -0.021 -0.035%%* -0.021%* -0.049%**
(0.499) (0.079) (0.102) (0.009) (0.032) (0.005)
Revenue -0.004 0.0001 -0.005 -0.002 -0.003 -0.004
(0.124) (0.971) (0.288) (0.787) (0.417) (0.502)
ROA 0.073%** 0.040 0.109* 0.152%%* 0.085* -0.015
(0.000) (0.281) (0.072) (0.031) (0.076) (0.855)
Number of Records -0.002*** -0.002
lost (0.005) (0.315)
Duration of the 4.27¢-06
attack (0.874)
Late discovery 5.53e-06 -3.18e-06
(0.828) (0.931)
Late disclosure 5.54e-07
(0.967)
Intercept 0.112* 0.030 0.145 0.054 0.095 0.149
(0.078) (0.687) (0.230) (0.689) (0.301) (0.371)
Observations 337 137 138 114 186 49
F-Statistic 2.16%** 1.46 1.26 1.86%* 1.37 1.60
(0.002) (0.103) (0.213) (0.021) (0.127) (0.123)
Adj. R? 0.074 0.069 0.043 0.148 0.046 0.201
Notes:

1) P-values reported in parentheses are based on standard errors
2) * p <0,10, ** p <0,05, *** p <0,01
3) Calculated by authors using Statal6
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In Regression (2), we include the number of re-
cords lost as an additional explanatory variable. As
a result, the sample becomes smaller due to a lack of
information about losses, consisting of 137 observa-
tions. The Number of Records Lost passed the t-test
at the significance level of 1%. Thus, on average,
increasing the number of record losses by 1% tends
to decrease CAR by 0.20%, ceteris paribus. How-
ever, the F-test does not pass the significance level,
which means the regression model has no statistical
meaning.

Then, it is decided to explore how the attack’s
longevity, the company’s cybersecurity reaction to
disclose it, and the delay of the public announce-
ment will affect the stock price reaction. According
to the correlation analysis, they have a strong linear
relationship, and that is why they are considered to
be used separately in the regression model.

In Regression (3), we add the Duration of the
cyber-attack to examine whether there is a relation-
ship between CAR and breach longevity. The num-
ber of observations is 138. The regression model
does not pass the F-test since the p-value (0.203) is
more than 0.05. Therefore, the regression model has
no statistical meaning. Duration as a variable also
has no explanatory power since the p-value is more
significant than 0.05.

In Regression (4), variable Duration is replaced
with variable Late Discovery to identify whether the
weakness of the firm’s cyber-security system can
impact CAR. Although the Duration coefficient is
insignificant since the p-value is more significant
than 0.1, the regression passes the F-test at the sig-
nificance level of 5%, indicating that the regression
is meaningful. All variables in the regression model
can explain about 14.8% of the variability of CAR.

In Regression (5), Late Discovery is replaced
with the additional explanatory variable Late Dis-
closure to explore how disclosure delay affects
shareholders wealth. The analysis result in Table 13
reveals that the regression model does not have a
statistical meaning since the p-value of the F-test is
0.127, and it is more significant than 0.05.

Regressions 3,4,5 has a minimal number of
observations since not all firms that experienced
cyber-attacks publicly announce breaches’ start and
discovery date, and they try to hide this information
as maximum as possible. Thus, we have only 138
observations indicating the incident’s start and end
dates for calculating the Duration variable. More-
over, there are only 114 firms in the sample when
adding the Late Disclosure variable, using differenc-
es between announcement and start dates. Further-
more, we have only 186 firms with available infor-
mation for a sample with Late Discovery.
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In Regression (6), we combined Regression
(2) with the variable Late Discovery. The sample
size shrunk to 49 observations since not all the firms
have the number of records lost and breach start and
discovery dates. As a result, the sample becomes
very small and does not have a statistical meaning
since the p-value of the F-statistic is 0.123, more
significant than 0.05.

Overall, it can be noticed that adjusted R? rates
are small, and our regressions do not have sufficient
explanatory power. Nevertheless, the F-statistics are
large and significant at a 1% level in Regression (1)
and a 5% level in Regression (4) since the P-value
of F-statistics are 0.002 and 0.021, respectively. The
last regression has the highest adjusted R squared
(20.11%). However, the number of observations is
too small (49 breaches), and the F-statistic is also
small and insignificant (p-value=0.123). That is why
the result of Regression (6) does not have a mean-
ing.

Conclusions

This study explored the impact of cybersecuri-
ty breaches on the company’s overall performance.
A significant negative impact on the firm’s value
is identified. Moreover, the influence of various
firm-specific parameters and characteristics on the
cumulative abnormal return of the company in the
cybersecurity event dates was studied. The hypoth-
eses tests reveal that only firm size can differently
impact CAR. It is determined that small firms have
a significant drop in firm’s value due to the cyber-
attack. This can indicate that smaller firms do not
invest in security technology as big ones. Conse-
quently, small firms should try to increase their ex-
penditures to create a reliable security system. Ad-
ditionally, the paper defines no consistent evidence
that market reaction to cyberattacks depends on firm
and breach types.

There are some limitations in providing this re-
search. There are different databases for collecting
cybersecurity breach incidents, such as the Audit
Analytics database, Privacy Rights Clearinghouse,
ProQuest, ABIInforms. Moreover, they have a dif-
ferent number of registered cybersecurity breaches
and various types of information. Therefore, the re-
sults depend on which database is used, leading to
different outputs. Thus, having reliable sources of
cyber-crime incidents will allow us to understand
better the relationship between cyberattacks and a
firm’s performance.
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