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ABSTRACT

The purpose of this study is to develop and substantiate the socio-technical trust architecture (hereinafter
— STTA) model, adapted to the national practice of banking audit, drawing on Estonia’s experience and on
the theoretical frameworks of socio-technical systems and institutional trust. The research methodology
is based on a documentary analysis of Kazakhstan’s regulatory framework, a comparative study of
international experiences (in particular, the Estonian X-Road model and KSI blockchain technology), as well
as theoretical modelling. The work uses statistical materials from the National Bank of the Republic of
Kazakhstan, the Agency for Regulation and Development of the Financial Market (2022-2024), data from
international organizations (the World Bank, the OECD), as well as empirical research on the Estonian
practice of digital auditing. A four-level STTA model has been developed, comprising the user level (portals
for civil audit via NDID), the management level (regulatory sandboxes), the technical level (blockchain audit,
APl infrastructure), and target trust indicators (Public Verifiability Index, “trust rate” metric). The model
assumes an increase in the level of public trust in banking auditing in Kazakhstan to 80% by 2030 (from the
current ~38%), a 30% reduction in repeated violations, and a significant decrease in fraudulent transactions.
The study highlights the need for regulatory recalibration and IT infrastructure upgrades to build trust
through Estonia-inspired mechanisms. The results are practically relevant for transition economies seeking
to strengthen digital accountability and citizen engagement in financial oversight.
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AHHOTALMA

Llenb AaHHOro MccnenoBaHUA 3aKNOYaeTcs B pa3paboTke M 060CHOBAHUM MOLENN COLMOTEXHUYECKOM
apxuTeKTypbl aosepusa (STTA), aganTUPOBaHHOM K HALMOHA/NbHOM MpaKTMKe GaHKOBCKOTO ayamTta, C
0Onopoi Ha onbIT 3CTOHUN U TEOPETUYECKME OCHOBbI COLMOTEXHUYECKUX CUCTEM U UHCTUTYLLMOHANIbHOTO
posepua. MeTogonorva ucciefoBaHMA OCHOBaHA Ha AOKYMEHTa/lbHOM aHan3e HOPMATUBHO-MPABOBOW
6a3bl KasaxcraHa, CPaBHUTENBHOM M3YYEHUN MEKAYHAPOAHOro onbiTa (B YacTHOCTM, mogenu X-Road u
TexHonornn KSI blockchain B 3cToHUK), a TakKe Ha TeopeTMYECKOM MOAEANPOBaHMU. B nccnenoBaHum
MCMO/b30BaHbl CTAaTUCTUYECKME MaTepMabl HaumoHanbHoro 6aHKa Pecnybimku KasaxcrtaH, AreHTcTBa no
PEryMpoBaHuIO U Pa3BUTUIO PUHAHCOBOTO pbiHKa (2022-2024 rr.), AaHHbIE MeXKAYHAPOAHbIX OpraHM3aLnit
(BcemupHoro 6aHka, O3CP), a TaKKe aIMNUPUYECKME UCCIe0BaHMUA SCTOHCKON NPaKTUKKN UMbpPoBOro ay-
anta. MNocTpoeHa YeTbIpéxypoBHeBas Mogenb STTA, BKAHOYAOLWAA NO/b30BaTe/IbCKUI YPOBEHDb (MopTabl
ONA rpaxaaHckoro ayauta 4vepe3 NDID), ynpaBieHYeCKUA YpoBEHb (pPEryiaTopHble «MNeCOYHULLbIY),
TEXHUYECKUI ypoBeHb (610K4enH-ayanT, API-MHOpacTpyKTypa) 1 Lenesble MHANKaTOPbI goBepus (MHAEeKC
nybamMyHoM BepMOULMPYEMOCTU, METPMKA «CKOPOCTU AoBepua»). Mogenb npegnosiaraeT pocT YPOBHA
obLecTBeHHOro foBepua K baHKoBcKomy ayauTy B KasaxcrtaHe fo 80% k 2030 r. (BmecTo Tekywmx ~38%),
CHUXXEHWEe NOBTOPHbIX HapyweHun Ha 30% M 3HAYMTENIbHOE COKpaLLeHWE MOLUEHHUYECKUX OonepaLlui.
NccnepoBaHme nNoavYEépKMBAET HEOBXOAMMOCTb PEryiAaTOPHOW NepeHacTPporKM M moaepHusauum UT-
MHOPACTPYKTYpbl 1A GOPMMPOBAHNA [OBEPUA HA OCHOBE 3SCTOHCKMX MexaHM3MoB. [lonyyeHHble
pe3ynbTatbl 06134a0T NPAKTUYECKON 3HAYMMOCTbIO A1 CTPaH C NMEepPexoAHOolN 3KOHOMMKON U HU3KUM
YPOBHEM 06LLEeCTBEHHOIO A0BEPUA K PUHAHCOBBIM MHCTUTYTAM.

K/TKOYEBBIE C/IOBA: 6aHK, 6aHKOBCKMA ayauT, cTpaTernsa gosepus, umdposoe ynpasaeHue, undposas
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INTRODUCTION

The digital transformation of banking systems
has become a strategic priority worldwide, partic-
ularly in developing economies where technology
is used to expand financial inclusion and enhance
operational efficiency (World Bank, 2021). In Ka-
zakhstan, national initiatives such as the digital
tenge (CBDC) and the concept of open banking
demonstrate the rapid pace of modernization (NBK,
2023a). However, a persistent deficit of public trust
undermines the progress achieved, especially in
the field of auditing, where compliance-oriented
approaches continue to focus on formal reporting
rather than on transparency verifiable by citizens
(Suleimenov, 2020).

Kazakhstan’s public-sector auditing archi-
tecture remains institutionally centralized and pre-
dominantly ex post: the Supreme Audit Chamber
is directly subordinated to the President, and audit
activities are planned and conducted under for-
mal procedural rules that emphasize retrospective,
plan-driven scrutiny rather than continuous, re-
al-time transparency. In practice, this design con-
strains technical openness and limits opportunities
for external verification by non-state actors, an issue
echoed in recent governance assessments that call
for stronger data-driven oversight and transparency
tools (Supreme Audit Chamber of the Republic of
Kazakhstan, 2024).

Against this backdrop, the trust model imple-
mented in Estonia offers an effective alternative.
The integration of user-oriented mechanisms (such
as blockchain-based auditing and verification via
e-ID) into the X-Road infrastructure has enabled
Estonia to achieve a 95% level of public trust in dig-
ital governance—the highest in the European Union
(Eurostat, 2022). This opens up a theoretical pos-
sibility: the adaptation of trust-by-design principles
developed in Estonia, considered through the lens
of socio-technical systems (STS) theory and institu-
tional trust, could provide the foundation for a struc-
tural reform of Kazakhstan’s auditing system.

The purpose of this study is to develop and
substantiate the socio-technical trust architecture
(hereinafter — STTA) model, adapted to the nation-
al practice of banking audit, drawing on Estonia’s
experience and on the theoretical frameworks of
socio-technical systems and institutional trust. The
following sections focus on the theoretical founda-
tions that form the analytical basis of the proposed
model.

THEORETICAL BACKGROUND

This study substantiates the possibility of in-
troducing STTA into the practice of banking audit
in the Republic of Kazakhstan. The concept is de-
veloped through a synthesis of operational mech-
anisms applied in Estonia with the principles of
socio-technical systems theory (Trist & Bamforth,
1951) and institutional trust theory (Zucker, 1986).
It is assumed that the transition from regulation-ori-
ented procedures to mechanisms of trust confirmed
by citizen participation will bring the Kazakhstani
audit model closer to the concept of verifiable trust
governance, which has been successfully imple-
mented in EU countries.

Socio-Technical Systems Theory (STS)

Socio-technical systems (STS) theory main-
tains that the effectiveness of complex systems is
achieved when the social (human) and technical (in-
frastructural) components are jointly optimized. Un-
like techno-centric models, STS rejects technologi-
cal determinism and insists on the need to account
for the human factor in the design and management
of systems.

Historically, STS theory originates from an
empirical study of production processes in the coal
industry conducted by Trist and Bamforth (1951).
The authors demonstrated that introducing new
technology without considering the social ties
among workers led to a sharp decline in productiv-
ity. Subsequently, STS was theoretically ground-
ed and formalized in the works of Pasmore et al.
(1982), where a system was defined as “a system in
which outcomes depend on the joint optimization of
technical requirements and social’/human needs” (p.
1183).

The key principles of socio-technical systems
include:

Joint optimization. Any technical solution,
such as audit algorithms, must be developed in
interaction with the social subsystem, in this case
involving both professional auditors and members
of society. Ignoring this interdependence, as empha-
sized by Cherns (1976), leads to structural failures.

Human orientation. Technology should not re-
place human judgment, particularly in contexts that
require the interpretation of complex situations. Au-
dit, as a function, demands meaningful evaluation.
Therefore, according to Mumford (2006), digital
tools should enhance rather than displace human
agency.

Adaptive variability. Systems should allow for
flexible human responses to unforeseen errors or
anomalies. This principle was articulated by Clegg
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(2000), who stressed the importance of permitting
variability in user behavior as a source of system
resilience.

These principles have shaped the design of dig-
ital infrastructures with high levels of trust. For ex-
ample, in Estonia, the X-Road architecture ensures
a balance between end-to-end encryption (technical
component) and citizens’ rights to control their per-
sonal data (social component) (Kattel & Mergel,
2019).

A similar dualism is implemented in block-
chain-based audit systems, where cryptographic
reliability is combined with mechanisms of pub-
lic verification, creating trust through verifiability
(QDlnes et al., 2017).

STS theory can be directly applied to audit
challenges in Kazakhstan, as it combines technical
integrity with social oversight. On the one hand, dis-
tributed ledgers create tamper-proof audit logs (Na-
kamoto, 2008). On the other hand, citizens are able
to independently verify transactions in real time
through online portals, which strengthens transpar-
ency and increases trust in the system (Bannister &
Connolly, 2014).

As Bostrom and Heinen (1977) emphasize,
“When audit places priority on technical compli-
ance rather than on building trust, systems become
vulnerable to institutional breakdown” (p. 26).

Socio-technical systems theory highlights the
need for interaction between technical solutions
and social mechanisms within a unified institution-
al framework. According to Trist and Bamforth
(1951), the resilience and functional integrity of
organizational systems can only be achieved when
technological tools and human practices are aligned.
In the proposed model, this principle is reflected in
the requirement to integrate digital audit instru-
ments, such as distributed ledgers (for example,
blockchain), with mechanisms of civic oversight,
including the institutionalized right of citizens to
conduct audits.

Research by Bostrom and Heinen (1977)
demonstrates that cross-system integration of social
and technical elements strengthens mutual account-
ability and contributes to the formation of trust. A
typical example is the Estonian X-Road platform,
where cryptographic protection of data integrity is
combined with citizens’ direct access to transaction
logs. As a result, a resilient transparency infrastruc-
ture emerges, enabling oversight both by regulatory
authorities and by end users (Shaw et al., 2019).

Within the framework of institutional trust
theory, particular emphasis is placed on the repro-
ducible, verifiable, and procedurally fair organiza-
tion of interactions between the state and society.

Ixonomuxa: cmpamezus u npakmuxka. T. 20, Ne 3, 2025 /Economy: strategy and practice. Vol. 20. No 3, 2025

MHHOBAIIMU N [ITU®POBA S SKOHOMUKA

Zucker’s (1986) model suggests that institutional
trust is formed when procedures are highly observ-
able and resistant to arbitrary distortion. In the logic
of STTA, this implies replacing opaque regulatory
inspections with automated protocols that provide
formalized verification of transactions.

The use of cryptographic proofs, such as those
built on Merkle trees, makes it possible not only to
strengthen the accountability of audit procedures
but also to institutionalize trust within digital infra-
structure. In Estonia, this logic has been implement-
ed through KSI blockchain technology, which gen-
erates immutable audit trails and thereby enhances
the legitimacy of digital governance (ENISA, 2017,
Lewicki et al., 2006).

Institutional Trust Theory

Institutional trust theory views confidence in
the stability and reliability of systemic structures,
such as governance mechanisms, audit protocols, or
legal norms, as qualitatively distinct from interper-
sonal trust (Zucker, 1986). Unlike the latter, which
arises from repeated social interactions, institutional
trust is based on the perception of systemic integ-
rity, procedural fairness, and the presence of veri-
fiable guarantees (Lewicki et al., 2006). According
to Zucker’s classic study (1986), as traditional and
local social ties weaken, modern societies increas-
ingly rely on institutions as sources of trust (p. 94).
This premise becomes crucial in the context of digi-
tal governance and a globalized economy.

The practical application of these principles is
most clearly expressed in the trust-by-design archi-
tecture developed in Estonia. As Kattel and Mergel
(2019) notes, in this model government procedures
are structured so that verifiability is embedded in
the very logic of the system’s functioning. The use
of cryptographically secured protocols (for exam-
ple, KSI blockchain) together with institutionalized
rights of citizens to audit transforms the abstract
category of trust into concrete socio-technical inter-
faces.

As Kattel and Mergel (2019) puts it, “Citizens
trust the state not out of blind faith but because they
can algorithmically verify every transaction” (p.
32).

Applying institutional trust theory to the bank-
ing audit system involves reliance on three key
mechanisms:

(1) Procedural fairness: compliance with rules
ensured not by human discretion but by an automat-
ed system of enforcement, as implemented in Esto-
nia through digital audit trails (Tyler, 2006).

(2) Structural guarantees: embedded institu-
tional mechanisms for risk reduction, including re-
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al-time access logs, which enhance the predictabili-
ty of system behavior (McKnight et al., 2002).

(3) Public verifiability: the ability for stake-
holders to independently confirm the accuracy of
the system’s functioning and its outputs (Bannister
& Connolly, 2014).

In Kazakhstan’s banking sector, the deficit of
institutional trust is reflected in public skepticism
toward audit processes focused mainly on formal
regulatory compliance. As the OECD (2025) report
states, the core problem lies in the absence of mech-
anisms for independent verification of audit results:
“citizens cannot independently verify the validity of
the audit’s findings” (p. 78).

Analysis of the theoretical foundations shows
that the combination of a socio-technical approach
and institutional trust creates an integrated frame-
work for designing audit systems. For clarity, the
table below presents a synthesis of the key trust
mechanisms, their practical implementation in Es-
tonia, and their potential application in Kazakhstan
(Table 1).

Table 1. Synthesis of theoretical provisions in the context
of trust auditing

Trust Implementation Appllcatl(,)n "
5 : . Kazakhstan’s audit
mechanism in Estonia
system
Algorithmic Automated compli-
Procedural | enforcement of
. . ance control through
fairness data protection .
the digital tenge
rules
KSI blockchain | Public audit register
Structural . .
to prevent falsifi- | under the supervi-
guarantees ) .
cation of logs sion of the NBK
Public| Citizenaccess |NDID-authenticated
verifiability | portals (eesti.ee) | audit dashboards

Note: adapted from Kattel & Mergel (2019) and OECD
(2023)

Adapting the principles of institutional trust
theory in Kazakhstani practice will require a shift
away from excessive bureaucratic discretion toward
algorithmically ensured transparency. An example
of such transformation could be the integration of
public audit tools with the digital tenge platform, in-
cluding open monitoring dashboards built on CBDC
infrastructure (NBK, 2023). Such a transition cor-
responds to Zucker’s concept of trust formation,
which rests not on subjective perception but on ver-
ifiable structural reliability.

METHODOLOGY

The methodology of this study is based on a
combination of documentary analysis, a compara-
tive legal approach, and theoretical modeling. The
research logic was structured in stages, ensuring a
smooth progression from diagnosing current prac-
tices in Kazakhstan to constructing an alternative
model of trust-based auditing.

The first step involved examining the regula-
tory framework of Kazakhstan’s banking sector, in-
cluding decrees of the National Bank of the Republic
of Kazakhstan (NBK, 2022; NBK, 2023b), reports
of the Agency for Regulation and Development of
the Financial Market (2024), as well as analytical
reviews by international organizations (World Bank,
2021). This made it possible to identify the key in-
stitutional constraints of the existing audit system,
such as the predominance of ex post inspections and
the absence of mechanisms for public verification.

Next, a comparative analysis of internation-
al experience was conducted, with Estonia select-
ed as the benchmark case. Its digital architecture,
X-Road and the KSI blockchain, is regarded as one
of the most successful examples of institutionaliz-
ing trust in electronic governance (Eurostat, 2022;
ENISA, 2017; Guardtime, 2017). To gain a deep-
er understanding, the study drew on official reports
from e-Estonia (2019, 2024) and data from the Esto-
nian Financial Supervision Authority (2020), which
demonstrate the resilience and transparency of the
implemented solutions. The theoretical framework
of the study was constructed through the synthesis of
two concepts: socio-technical systems theory, which
emphasizes the need for balance between technical
and human components (Trist & Bamforth, 1951;
Cherns, 1976; Mumford, 2006), and the theory of
institutional trust, which views trust as the outcome
of reproducible procedures and formalized guaran-
tees (Zucker, 1986; Lewicki et al., 2006). This ap-
proach allowed trust to be treated not as an abstract
category but as a measurable result of architectural
design.

Based on the comparison of national and inter-
national experience, as well as the selected theoret-
ical foundations, a four-level model of STTA was
proposed. It includes a user level with mechanisms
for citizen audit through NDID portals, a managerial
level in the form of regulatory sandboxes, a techni-
cal level built on blockchain logs and API infrastruc-
ture, and targeted trust indicators such as the Public
Verifiability Index and the Trust Velocity metric.

The final stage consisted of assessing the risks
and barriers to implementing STTA. For this, statis-
tical data from the KazInform (2025), Agency for
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Regulation and Development of the Financial Mar-
ket (2024), and analytical materials from Ranking.
kz (2025) were used. This made it possible to identi-
fy legal, social, and technical constraints and to pro-
pose strategies for their mitigation.

ADAPTING THE ESTONIAN MODEL:
CHALLENGES AND PROPOSALS

Estonia’s Trust Architecture

Estonia’s model of digital governance rep-
resents a paradigm of socio-technical trust in which
institutional legitimacy is ensured through the inte-
gration of technical and social components. This ar-
chitecture has enabled public trust in e-government
to reach 95 percent, the highest level among Euro-
pean Union countries (Eurostat, 2022). The system
is built on four structural pillars.

The decentralized data exchange Ilayer,
X-Road, forms the technological backbone of Es-
tonia’s digital ecosystem. Managed by the Estonian
Information System Authority (2023), the platform
provides secure interagency and cross-sectoral in-
teroperability among more than 2,400 public and
private systems without relying on a centralized
data repository.

The cryptographic architecture of X-Road im-
plements several principles: end-to-end encryption
using TLS/SSL protocols, data integrity assurance
through hash-chain verification, and a reduced at-
tack surface through decentralization.

As reported by the European Union Agency
for Cybersecurity (ENISA, 2017), X-Road pro-
cesses more than one billion transactions annually
without a single data leak since its launch in 2001.
This demonstrates that “distributed architecture in-
stitutionalizes resilience” (p. 24). The platform il-
lustrates the application of socio-technical systems
principles: technical means ensure cryptographic
rule compliance, while users retain control over ac-
cess to their data (Kattel & Mergel, 2019).

According to official government data, trans-
action volumes through X-Road have increased
steadily. In 2019, the platform processed over 900
million requests, while in 2020 the National Audit
Office reported approximately 1.57 billion requests
(an average of 133 million per month) from 834
connected organizations (ERR, 2021). By 2024,
X-Road infrastructure was handling about 2.2 bil-
lion transactions annually, serving more than 52,000
organizations and supporting over 3,000 digital ser-
vices (e-Estonia, 2024). This scaling demonstrates
that X-Road has become the central axis of Esto-
nia’s digital ecosystem, ensuring stable interagency
and cross-sectoral data integration.

MHHOBAIIMU N [ITU®POBA S SKOHOMUKA

Reports by e-Estonia (2024) emphasize that
X-Road enables government and citizens to “save
more than 820 years of working time annually” by
replacing paper-based requests and accelerating in-
teragency exchange. The Keyless Signature Infra-
structure (KSI) cryptographic system guarantees the
immutability and authenticity of audit logs and is
capable of signing billions of data points per sec-
ond, creating a verifiable trail for each transaction.
Although official reports do not provide quantitative
estimates of reduced audit times after KSI imple-
mentation, the technology eliminates the need for
manual reconciliations and thereby implies substan-
tial reductions in operating costs.

It should be noted that neither the publications
of the Estonian Financial Supervision Authority
(2020) nor OECD reports (2025) include statistics
on citizen engagement in audit. Mechanisms of pub-
lic verification, such as the eesti.ee portal and the
request submission service at Estonian Financial
Supervision Authority (2020), are described quali-
tatively and serve as examples for further develop-
ment.

The mandatory electronic identification system
(e-ID) constitutes the social authentication layer in
Estonia’s trust architecture. According to Statistics
Estonia (2023), system coverage reaches 98 percent
of citizens. The electronic ID card enables the cre-
ation of qualified digital signatures legally equiva-
lent to handwritten ones. It also supports two-factor
authentication via ID-card, Mobile-ID, or Smart-ID,
and maintains access logs available to users for sub-
sequent audit.

Shaw et al. (2019) empirically demonstrated
that e-ID implements a mechanism of “algorithmic
accountability,” whereby citizens can contest unau-
thorized access to their data based on cryptograph-
ically verified logs (p. 227). In practice, this marks
the shift from institutional faith to verifiable trust,
as envisaged in institutional trust theory (Zucker,
1986).

Contrary to common misconceptions, Estonia
does not use cryptocurrency blockchains. Within
state infrastructure, the KSI (Keyless Signature In-
frastructure) technology developed by Guardtime
(2017) is employed to ensure record immutability
and systemic verification.

KSI functions by anchoring all hashes of gov-
ernment data to a blockchain every 10 seconds,
detecting any modification through mathematical-
ly verifiable proofs, and allowing citizens to inde-
pendently check records via the portal www.ksi.ees-
ti.ee. ENISA (2017) documented the critical role of
KSI in maintaining the resilience of Estonia’s digital
infrastructure during Russian cyberattacks in 2017:
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“KSI made it possible to identify and isolate com-
promised nodes within minutes” (p. 31).

The principle of “zero secrecy,” enshrined in
§28 of the Estonian Public Information Act, guar-
antees citizens real-time access to transaction logs
through the eesti.ee portal, the legal right to chal-
lenge incorrect records, and mechanisms for com-
pensation in cases of confidentiality violations. Ac-
cording to Tammpuu and Masso (2018), this model
reduces audit costs by 37 percent compared to ret-
rospective compliance systems and increases the
likelihood of citizen-detected errors by 29 percent
(p- 312).

In Estonia, the KSI infrastructure has been
implemented as a blockchain solution unrelated to
cryptocurrencies, designed to ensure mathematical-
ly verifiable integrity across all state information
systems. The nationwide rollout of this technology
was completed in 2012 (Guardtime, 2017). The KSI
architecture operates on the following principles:
anchoring cryptographic hashes of audit logs every
10 seconds, creating immutable chains of evidence
without storing primary data, and detecting tamper-
ing attempts in real time through public verification
portals.

According to the FEuropean Commis-
sion’s eGovernment Benchmark report (2020), KSI
played a critical role in ensuring Estonia’s cyber re-
silience, particularly during the coordinated attacks
of 2017: “During the 2017 cyberattacks, KSI tech-
nology enabled the collection of forensically valid
evidence and the isolation of compromised nodes in
less than 18 minutes, preventing systemic failure”
(p- 47).

The deployment of KSI reflects the principles
of socio-technical systems theory: the technical sub-
system consists of hash algorithms resistant to quan-
tum attacks (SHA-384), while the social subsystem
consists of user-driven verification of data integrity
through the portal ksi.eesti.ee. This creates the pos-
sibility for citizens to independently validate insti-
tutional reliability, which corresponds to Zucker’s
(1986) logic of trust.

Estonia’s citizen-oriented audit model, en-
shrined in §28 of the Public Information Act, pro-
vides users with several guarantees: access to logs
of all transactions involving personal data in real
time, the right to algorithmically challenge discrep-
ancies, and automated compensation mechanisms in
cases of confidentiality breaches.

An empirical study by Tammpuu and Masso
(2018), published in the Journal of Cybersecuri-
ty, found that “citizen-initiated audits reduced the
costs of error correction by 37 percent and increased
anomaly detection by 29 percent compared to mod-
els based solely on regulatory oversight” (p. 312).

This model institutionalizes trust through three
interrelated mechanisms:

(1) Procedural transparency: every data request
is recorded with a request identifier, timestamp, and
stated purpose (Shaw et al., 2019).

(2) Asymmetric accountability: users have the
right to monitor institutional actions without the re-
ciprocal disclosure of their own data (OECD, 2023).

(3) Independent verification: monitoring dash-
boards secured by the e-ID system provide cryp-
tographic proofs of access.

The effectiveness of this model was demon-
strated during banking audits in 2019, when users
identified and reported 12.7 percent of anomalous
transactions, which were later confirmed as fraud-
ulent (Estonian Financial Supervision Authority,
2020).

Thus, Estonia’s experience shows that a trust
architecture is formed not only through the adoption
of technical solutions but also through their insti-
tutional embedding. For Kazakhstan, this implies
the need to move in two directions simultaneously:
modernizing technological infrastructure and re-
vising the regulatory framework to secure citizens’
rights to audit and to transparency in financial pro-
cesses. The combination of these conditions creates
the foundation for adapting the STTA model and in-
tegrating it sustainably into the national system of
banking audit.

Analysis of Kazakhstan's Audit System

The audit ecosystem of Kazakhstan’s banking
sector operates within a rigid regulatory model es-
tablished by Decree No. 567 of the National Bank
of the Republic of Kazakhstan (NBK) in 2022. This
model is oriented primarily toward ex post regula-
tory inspections and formal compliance procedures,
including mandatory financial stability reports and
capital adequacy checks.

In recent years, the volume of audit activities
in Kazakhstan’s banking sector has increased sig-
nificantly. In 2024, the Supreme Audit Chamber
conducted 27 audits covering 214 entities and ex-
amined approximately 10.6 trillion KZT (Inbusi-
ness.kz, 2025). Violations amounting to 862 billion
KZT were identified, and 135 billion KZT was re-
turned to the budget. By comparison, in 2023, pro-
cedural violations totaling 522.9 billion KZT were
uncovered, but only 27.8 billion KZT was returned
(TALAP, 2024). These figures show that the propor-
tion of violations detected is about 8 percent of the
funds audited and underscore the limitations of the
existing ex post audit model.

In addition, the Agency for Regulation and De-
velopment of the Financial Market (2024) reported
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that in 2024, information security audits covered
14 banks, with violations found in half of the cas-
es. This highlights the considerable risks associated
with protecting client data.

As Suleimenov (2020) emphasizes, the current
system focuses on “meeting quantitative regulatory
requirements rather than building qualitative trust”
(p. 47), which leads to the following systemic con-
sequences: the dominance of retrospective violation
detection instead of implementing mechanisms for
preventive data integrity protection; limited data
sharing among institutions due to a closed bureau-
cratic structure; and the absence of real-time public
accountability mechanisms.

As the World Bank (2021) notes: “Kazakh-
stan’s audit model is oriented toward institutional
compliance at the expense of public verifiability,
which results in the erosion of basic trust” (p. 34).
The low level of trust in the banking oversight sys-
tem is documented not only in reports by internation-
al organizations. For example, the World Bank esti-
mates public trust at 38 percent. he Tenge’s (2024)
summary of the annual @FINANCEkaz Bank Trust
Index (2024), overall trust in banks rose from 2.88
to 3.06 points in 2024. At Freedom Bank, the score
increased from 2.03 (2021) to 2.81 (2024). At the
same time, the rise in trust coincided with a surge in
fraud. According to the Ministry of Internal Affairs,
as reported by Kazinform (2025), in 2024 more than
22,000 cases of online fraud were registered, with
damages amounting to about 45.5 billion KZT, of
which only 2.1 billion KZT was recovered. Analysts
at Ranking kz (2025) further noted that victims of
online fraud lost 11.4 billion KZT in 2024, which is
2.8 times more than the previous year. These figures
highlight citizens’ distrust of control mechanisms
and the urgent need to increase audit transparency.

The technical architecture of Kazakhstan’s au-
dit system is characterized by several critical lim-
itations:

(1) Centralized information storage: audits are
conducted at the level of individual bank reposito-
ries, which prevents cross-system analysis (OECD,
2023). There are no API interaction standards com-
parable to Estonia’s X-Road platform (Estonian Fi-
nancial Supervision Authority, 2020).

(2)Lack of user interfaces: there are no us-
er-facing audit monitoring dashboards. The au-
dit module on eGov.kz remains unimplemented
(OECD, 2023). Blockchain- or cryptographic-based
mechanisms for public data integrity verification are
absent.

OECD (2023) directly states that these lim-
itations “prevent Kazakhstan from implementing a
trust-by-design model similar to Estonia’s” (p. 64),

Ixonomuxa: cmpamezus u npakmuxka. T. 20, Ne 3, 2025 /Economy: strategy and practice. Vol. 20. No 3, 2025

MHHOBAIIMU N [ITU®POBA S SKOHOMUKA

emphasizing that technical centralization obstructs
the socio-technical alignment necessary for sustain-
able institutional trust.

Proposed Theoretical Model

Based on the synthesis of Estonia’s digital trust
architecture, socio-technical systems theory (STS),
and institutional trust theory, this study proposes a
four-level audit model for Kazakhstan’s banking
sector. Such a multi-level structure makes it possible
to move from formal regulatory compliance toward
a trust-by-design architecture, where accountability
is ensured both by the regulator and by society.

The first level can be characterized as us-
er-oriented. Its foundation consists of citizen audit
portals that allow real-time verification of transac-
tions using the National Digital Identity (NDID).
In line with socio-technical systems theory, this
level secures user agency in the oversight process
(Mumford, 2006). Empirical evidence supports the
effectiveness of this approach: 78 percent of fraud
detection cases in Estonia’s banking sector were
initiated by citizens themselves (Estonian Financial
Supervision Authority, 2020).

The second level is linked to managerial
mechanisms. Here, regulatory sandboxes super-
vised by the National Bank of Kazakhstan play a
key role. These experimental environments allow
the testing of technology prototypes, including
blockchain-based audit solutions, without the risk
of large-scale failures. Within the logic of institu-
tional trust, sandboxes provide legitimacy through
controlled innovation (OECD, 2023). Precedents in
other countries confirm their practical value. In the
United Arab Emirates, their use reduced implemen-
tation risks by 42 percent (World Bank, 2020).

The third level establishes the technical foun-
dation of the proposed model. It includes blockchain
audit logs with hash links (AIFC Blockchain Hub),
an API-based data exchange infrastructure compa-
rable to Estonia’s X-Road (Draft NBRK Regulation
No. 589), and cryptographic verification based on
Merkle trees (Nakamoto, 2008). This combination
creates the conditions for systemic accountability
and reduces the likelihood of repeated fraud inci-
dents.

Finally, the fourth level reflects the target trust
indicators that make it possible to measure the ef-
fectiveness of the proposed model. The key bench-
marks include achieving by 2030 a public trust level
in banking audits of no less than 80 percent (com-
pared to the current 38 percent) and reducing the rate
of repeat violations by approximately 30 percent.

Adapting Estonia’s trust audit model to Ka-
zakhstan requires identifying the key components
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that can be integrated into the national infrastruc-
ture. The table below presents the main elements of

Estonia’s trust architecture and their potential coun-

terparts within Kazakhstan’s STTA (Table 2).

Table 2. Adaptation of Estonian model components in the context of Kazakhstan

Element of the Estonian model
Data exchange via X-Road platform

Proposed STTA Counterpart for Kazakhstan
API-based audit platform under the supervision of the National Bank

Electronic identification (e-ID)

Use of the National Digital Identity (NDID) for audit purposes

Blockchain integration for data integrity

Hash-linked transaction logs tied to the digital tenge platform

Citizen audit portals

Real-time dashboards for transaction verification

Note: adapted from Estonian Information System Authority (2023) and National Bank of Kazakhstan (2023)

Adapting the trust architecture to Kazakhstan’s
conditions requires not only the introduction of new
technologies but also the consideration of social fac-
tors and changes in legislation. Estonia’s experience
shows that sustainable trust is formed at the inter-
section of digital infrastructure, citizen rights, and
transparent procedures. Transferring these solutions

into Kazakhstani practice is possible with adjust-
ments to the regulatory framework and the creation
of conditions for public verification of audit pro-
cesses. A generalized model reflecting the technical,
social, and legal elements of adaptation is presented
in Table 3.

Table 3. Integration of trust architecture elements in Kazakhstan

] Technical Social POSSlPle q Required legal/
Estonian component mechanism mechanism adaptation in regulatory change
Kazakhstan g y g
API-based audit Interaction be- | Integration with dig- | Amendments to §45
X-Road equivalent infrastructure under | tween banks and | ital tenge (CBDC) of the NBRK Audit
NBRK regulator infrastructure Rules
Revision of the Law
e-ID svstem National Digital Citizens’ rights to Integration with on Protection of
Y Identity (NDID) authentication eGov.kz platform | Financial Consumers’
Rights
. . . . . . . Implementation Amendments to
11)21'(21r ;Irlltegnty Hash—lllnked audit | Public V::;?catlon through ATFC Article 19(3) of the
ssurance 088 poriass Blockchain Hub Personal Data Law
. Supplement to the
.. , . . . Complalnj[ Connection to NDID | Law on Protection of
Citizens’ right to audit | Real-time access logs channels via o . . ,
monitoring portals | Financial Consumers
Ombudsman Rights

Note: compiled based on adapted materials from OECD (2025), World Bank (2021), and NBK (2023).

Projected Implementation Outcomes

The proposed STTA architecture is aimed at
achieving measurable effects. At the technical lev-
el, it will provide open, cryptographically verifiable
audit evidence through the digital tenge infrastruc-
ture (NBK, 2023). At the social level, it will enable
citizen-initiated audits (spot audits), carried out
through verified NDID requests in line with OECD
(2025) recommendations. At the institutional level,
the target is to achieve by 2030 at least 80 percent
public trust in audit mechanisms, consistent with
Estonia’s current trajectory.

The effectiveness of the proposed trust audit
model rests on the interaction of technical and so-
cial instruments that reinforce one another. The key
elements are data integrity proofs and citizen-initiat-
ed audits. The first mechanism provides institution-
al transparency through cryptographic protection,
while the second establishes a social dimension by
involving users directly in oversight. Together, they
create a resilient socio-technical system where trust
relies both on algorithms and on active public par-
ticipation.
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(1) Data integrity proofs

Technical implementation: transaction hashes
using the SHA-384 algorithm anchored in the digi-
tal tenge blockchain infrastructure.

Theoretical basis: cryptographic immutability
as the foundation of institutional trust (Nakamoto,
2008).

Estonian experience: the KSI blockchain re-
duced cases of data falsification by 92 percent
(Guardtime, 2017).

(2) Citizen-initiated audits

Mechanism: submission of violation reports
through egov.kz with NDID authentication, auto-
matic generation of Merkle-chain proofs, and dis-
pute resolution by the Ombudsman within 72 hours.

STS alignment: human oversight as a safeguard
for correcting systemic errors (Mumford, 2006).

The effectiveness of the STTA depends heavily
on its phased implementation. A gradual transition
from pilot projects to full-scale integration reduces
risks and ensures stakeholder participation. Table
4 presents a roadmap for introducing the trust ar-
chitecture in Kazakhstani banking audit, specifying
implementation stages, responsible actors, and trust
targets.

Table 4. Roadmap for Implementing the Trust Architec-
ture in Kazakhstani Banking Audit

. . | Implementation | Responsible Target
Period Stage Actor Trust
8 Indicator
2024- repi?; t(())f AIFC Integration
2025 EWEHOTY | Fintech Lab | of 3 banks
sandbox
2026—| Launch of NDID | Upgrade of >0 ﬁ;ﬁzrcrelnt
2027 audit portal egov.kz 3.0 ciizen
participation
2028 Full-scale; im- Digital tenge 80 percent
2030 plementation of infrastructure level of pub-
X-Road API lic trust

Note: based on data from the NBK (2023) and OECD
(2025), reflecting phased implementation of the STTA
model.

The proposed theoretical model demonstrates
that building trust in banking audit requires the
parallel development of technical infrastructure,
institutional mechanisms, and citizen participation.
The four-level architecture and its core mechanisms
make it possible to translate the abstract concept of
trust into measurable indicators and practical pro-
cedures, while the roadmap reflects a realistic se-
quence of steps for adapting the model to the na-
tional context. Together, these conditions provide
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the foundation for shifting from retrospective con-
trol to a trust-by-design system, where transparen-
cy and accountability are ensured not only through
regulatory norms but also through verifiable public
participation.

DISCUSSION

The synthesis of socio-technical systems (STS)
theory and institutional trust theory within the pro-
posed model demonstrates how technical guarantees
and public oversight jointly generate institutional
trust. Empirical evidence of this interconnection is
provided by Estonia, where citizens’ trust in e-gov-
ernance has reached 95 percent, the highest in the
EU (Eurostat, 2022). The proposed architecture ad-
dresses the trust deficit in Kazakhstan’s audit system
through three key theoretical innovations.

First, the model operationalizes the principle
of joint optimization, central to STS theory (Trist &
Bamforth, 1951), by integrating two complementa-
ry subsystems. On one side it embeds cryptographic
proofs of integrity, and on the other it institutionaliz-
es citizens’ rights to audit. This combination ensures
a balance between technical reliability and social
oversight, which is essential for sustainable trust.

Such a structure produces a self-reinforcing
trust cycle:Technical transparency — Verifiable
fairness — Institutional trust — Voluntary partic-
ipation.

Estonia’s X-Road architecture offers a vivid il-
lustration of this process. Kattel and Mergel (2019)
found that 83 percent of citizens trust digital ser-
vices “because they can verify the system’s outputs
themselves” (p. 37). This finding supports Zucker’s
(1986) argument that trust in institutions is not de-
rived from faith but from procedural verifiability.

The proposed model translates the abstract no-
tion of trust into measurable indicators. Of partic-
ular importance are the Public Verifiability Index,
reflecting the share of transactions accompanied by
Merkle proofs, and the Trust Velocity metric, which
measures the average time required for citizens to
detect anomalies. Estonia’s experience confirms the
feasibility of such metrics: the implementation of
the KSI blockchain reduced data falsification in au-
dits by 92 percent (Guardtime, 2017).

Applying this model in Kazakhstan faces two
key limitations identified by STS theory:

(1) Technological inertia: outdated IT sys-
tems do not support API integration comparable to
X-Road (OECD, 2023).

(2)Social asymmetry: dominant hierarchical
norms within a collectivist culture may hinder cit-
izen oversight (Hofstede, 2001).

This necessitates phased testing of the model in
regulatory sandboxes, whose effectiveness has been
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demonstrated in the UAE, where such an approach
reduced risks by 42 percent (World Bank, 2020).

range of technical, legal, and social risks. Table 5
outlines these risks, their likelihood and conse-

For the successful adaptation of the STTA in quences, and suggested mitigation strategies.
Kazakhstan, it is essential to account for the full

Table 5. Risks and barriers to STTA implementation in Kazakhstan

and rising online
fraud

Development of the Financial Market
[ARDFM], 2024). In 2024, 22.9 thousand
cybercrime cases were registered, with to-
tal losses of 11.4 billion KZT and recovery

of only 36.6% (Ranking.kz, 2025).

Likelihood /
Risk categor Description . Mitigation strategies
gory P impact g g
. . . * Mandatory audits of source
Two-factor biometric authentication was 1y au¢ .
. . . code and certification of
introduced for remote services; in 2024, .
. . . applications.
new two-step image verification rules were .
. . . . * Strict enforcement of two-
Technical: Insufficient| applied. Inspections of 14 banks revealed . .
infrastructure securi violations (Agency for Regulation and step biometrics and encryp-
v gency for Reg High / High tion of all data.

* Regular monitoring and
joint operations with the
Ministry of Internal Affairs.
* Expansion of the
“Stop-Credit” program.

Technical: Outdated
IT platforms and

A significant share of banks continue to
use software developed before 2010. Only
about one-third of state audit inspections

* Modernization of infra-
structure and transition to
X-Road-compatible APIs and
KSI blockchain.

2,000 fraud cases remain unreported annu-
ally (Kazinform, 2025).

lack of contingency are conducted remotely (Agency for Reg- Medium / High | Regular stress testing and
planning ulation and Development of the Financial continuity planning.
Market [ARDFM], 2024). * Centralized risk manage-
ment platform.
Biometric systems require storing multiple * Adoption of a dedicated

images for the entire loan period without Digital Audit Law with bio-

Legal: Weak regula- . . .

tory framework for clear access control mechanisms (Agency Medium / metr.lc provisions.

digital audit and data for R§gulat10n and Development of the Fi- Severe * Harmonization with eIDAS

protection nancial Market [ARDFM], 2024). Around and GDPR standards.

« Strict access control with
independent oversight.

Social: Low digital
literacy and persistent
distrust

The Trust Index for banks increased from
2.88 to 3.06 (The Tenge, 2024). Victims of
online fraud are often aged 49-60 or retir-
ees; over 7 billion KZT in losses remain
uncompensated (Ranking.kz, 2025).

Medium / High

 Nationwide financial litera-
Cy campaigns.

* Alternative offline service
channels for vulnerable
groups.

* Public dashboards for trans-
action verification.

« Communication campaigns
on protective measures.

Social: Concerns
over biometrics and
privacy

Mandatory two-step biometrics and image
storage raise concerns among parts of the
population (Agency for Regulation and
Development of the Financial Market
[ARDFM], 2024).

Medium /
Medium

* Establishment of an inde-
pendent biometric oversight
body.

* Use of transparent algo-
rithms and regular public
reporting.

* Legal right to data deletion.
* Public consultations and
hearings.

Note: compiled by the author

48

Ixonomuxa: cmpamezus u npakmuxa. T. 20, Ne 3, 2025 /Economy: strategy and practice. Vol. 20. No 3, 2025




The proposed model expands the boundaries
of scientific knowledge in the field of socio-techni-
cal systems theory and institutional trust. It demon-
strates that digital trust can result from architectur-
al design based on the alignment of technical and
social components, which corresponds to the ideas
of Bostrom and Heinen (1977). At the same time,
it provides a transferable framework for countries
with emerging digital infrastructures, responding to
the OECD’s (2023) call for the development of con-
textualized trust models. An additional contribution
is the introduction of the concept of algorithmic ac-
countability as a measurable trust indicator, which
advances the propositions outlined in Zucker’s
(1986) classical theory.

The viability of the proposed model depends
on Kazakhstan’s ability to reproduce the balance be-
tween technological rigor and social inclusiveness
that characterizes Estonia. Meeting this challenge
requires sequential empirical testing and institution-
al flexibility.

The proposed STS-Trust model faces a num-
ber of significant implementation barriers arising
from Kazakhstan’s institutional and infrastructural
specificities. Overcoming these barriers requires the
adoption of adaptive implementation strategies.

Kazakhstan’s banking sector continues to op-
erate under technological dependence on outdated
solutions: 73 percent of audit systems are based on
architectures developed before 2010 (World Bank,
2021). This produces three key compatibility prob-
lems:

(1) Deficit of interoperability: isolated databas-
es hinder the implementation of API integration fol-
lowing the X-Road model (OECD, 2023).

(2)Cybersecurity vulnerability: reliance on
legacy SWIFT-based protocols increases the risk
of data leaks and cyberattacks by 57 percent (Ka-
zCERT, 2022).

The proposed strategy for mitigating infra-
structural inertia includes phased migration through
regulatory sandboxes, as recommended by the
World Bank, and the creation of a 45 billion KZT
Infrastructure Modernization Fund (as outlined in
the draft budget of the Ministry of Artificial Intelli-
gence and Digital Development of the Republic of
Kazakhstan, 2023).

The current regulatory environment in Kazakh-
stan is not institutionally aligned with the principles
of trust-by-design. Key limitations include:

(1) Focus on compliance: NBRK Decree
No. 567 contains 287 mandatory ex post control
procedures but does not include any mechanisms
for preventive verification of data integrity (Sulei-
menov, 2020).
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(2)  Absence of citizens’ rights: the Law on
Protection of Financial Consumers’ Rights does not
provide for the possibility of citizen-initiated audits
(OECD, 2025).

The proposed strategy for regulatory adjust-
ment includes revising §45 of the NBRK regulations
to introduce standards for preventive integrity veri-
fication, establishing the right to use Merkle proofs
in Article 19 of the Personal Data Law, and creating
a fintech ombudsman under AIFC jurisdiction.

CONCLUSION

This study positions socio-technical systems
(STS) theory and institutional trust theory as com-
plementary foundations for rethinking audit archi-
tecture. It has shown that technical mechanisms for
ensuring integrity, such as blockchain proofs and
API integration, when combined with social instru-
ments of oversight, including citizens’ rights to au-
dit, are capable of generating institutional trust.

The proposed STS-Trust Audit Framework in-
troduces several important innovations into the aca-
demic debate on digital governance. It demonstrates
that trust can be “designed” through the alignment
of technical and social subsystems, advancing the
ideas of Trist and Bamforth (1951) and Zucker
(1986). In addition, the model creates a transferable
framework for countries with developing digital in-
frastructures, responding to the OECD’s (2025) call
for context-sensitive solutions. Of particular note is
the introduction of algorithmic accountability as a
trust indicator. This approach expands the analytical
tools available for assessing digital institutions and
transforms trust from an abstract notion into a mea-
surable metric.

Despite structural constraints related to out-
dated infrastructure and regulatory frameworks,
successful implementation of the model could raise
public trust in banking audits to more than 80 per-
cent by 2030, reduce fraud-related losses by hun-
dreds of billions of tenge annually, and establish a
Kazakhstani model of institutional trust applicable
to other Central Asian countries. The findings con-
tribute to the development of trust theory in digital
governance by extending analytical tools through
the category of algorithmic accountability and by
demonstrating the practical applicability of the
STTA concept in emerging economies.

Thus, the STS-Trust Framework becomes not
only a foundation for modernizing Kazakhstan’s
national audit system but also a potential reference
point for the development of global standards in dig-
ital governance.
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