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Abstract

With the growing socio-economic threats associated with the risk of involving second-tier banks in the legaliza-
tion of illegal income, it is necessary to create an effective financial monitoring system to reduce this risk. Aim of the
research is to propose and test a model of financial security management in second-tier banks in Kazakhstan, based on
a combination of clustering models and recursive least squares, which allows for three-level processing of incoming
information in banks in order to identify hidden data that pose a financial threat to the activities of second-tier banks.
The research methodology is based on a combination of APC-III clustering algorithm models and the recursive least
squares (RLS) method, with the algorithm slightly modified in accordance with the OECD recommendations. This ap
proach made it possible to consider the operations of banks at three levels and, during transitions, identify suspicious
transactions that require immediate examination by the bank’s management. Application of the model made it possible
to reveal that, on average, about a third of banks’ operations can be classified as suspicious, which means they require
careful study. In our case, we selected 200 cases from the original data mixed with 70 suspicious transactions to study
the model. As a result of statistical processing of banking operations, 90 operational data were identified, of which 27
turned out to be suspicious, that is, about 30% of verified transactions were found suspicious. As a result of providing
this information, the bank was able to identify 19 transactions aimed at money laundering.

Keywords: financial monitoring, management model, financial security, banking, financial management, risk
management

Exinui genreiineri 0ankrepaeri Kap:KbUIbIK Kayincizaikri 0ackapy moaeJii
Tyitin
Exinnni nenreiimeri 6ankrep i 3aHCHI3 KipicTepi 3aHAaCTEIPYFa TapTy TOyEKeTiMEH OailTaHbICTHI JIEyMETTIK-
SKOHOMHKAIIBIK KaTepJepliH ocyi jKarjaiblHIa OChl TOYEeKelal a3alTy YIIIH KapKbl MOHHUTOPUHTIHIH THIMII
KYUECIH KYPYy KaKeT. 3epTTeY/IiH MaKcaThl - CKiHII z(eHreI‘/'mi OaHKTepiH KbI3MCTIHE KapsKbLITBIK Kayin TOHJIIPETIH
JKACBIPBIH JCPEKTEP/Il aHBIKTAy MaKCaTbIH/1a OaHKTEPETi Kipic aKnapaTTapblH YL ICHIeIiIl OHeY 11 KY3ere achipyFa
MYMKIHJIK 6epeT1H KnaCTeme MOJIeIIb/Ip MEH PEKYpPCHUBTI CH Kinri KBaJIpaTTap/iblH KUbIHThIFbIHA HeTi3/esreH
Kazakcranmarpl ekiHIII JeHreial OaHKTepae Kap KbUIBIK Kayilci3aiKTi 0ackapy MOJEINIH YCHIHY JKOHE ChIHAKTaH
oTkizy. 3eprrey omicremeci APC-III ximacTepiik anropuTM MOAEIbIEPi MEH €H Killli KBAJApaTTapIbIH PEKYpPCHBTI
onicinin (RLS) yiinecyine nerizgenren, anroputM OECD ycbiHbicTapbiHa coiikec coi e3repriired. MyHpaail tocin
OaHKTEep/IiH ONepanusulapblH YII JICHIeH/e KapayFa jKoHe aybICy Ke3iHae OaHK OacHIBUIBIFBIHBIH JAEpey TeKCepyiH
TaJar eTeTiH KYIIKTi olepanrsuIapabl aHbBIKTayFa MYMKIHIIK Oepai. Moaenbai KomaHy HeTi3iH/e, opTalia ecernieH
0aHK omepalMsUIapbIHBIH YINTCH OIpiH KYMIKTI e €cenTeyre OOJaThIHBIH KOPCETTI, al OYJI ©3 Ke3eTiHAe MYKHUST
3epTTeyai Tanan ereqi. bi3diH jkarmaiiaa Monenbai 3epTrey yiniH 70 KyAiKTi TpaH3aKIUsIMEH apajlackaH OacTarkbl
nepexrepaeH 200 xxarnai st TaHJa/IbIK. bank OIePALHSIIAPBIH CTATHCTUKANIBIK OH/CY HoTIKeciH e 90 onepausIIbIK,
JACPEKTEP aHBIKTa.H}II)I OHBIH IHIIHZ[G 27- -1 KY)I]KT] OOJIBIII I_HBIKTBI SFHHU TeKCCleFeH TpaH3aKOuAJIapAblH IITaMaMCH
30% - b1 KyaikTi Aen TaHeiel. OChl aKmapaTThl YChIHY HATIDKECiHAE OaHK aKIIaHbl XKbUIbICTaTyFa OarbITTasiFad 19
TPaH3aKIMSHBI AHLIKMALL ANObL.
Tyiiin ce3nep: Kap»KbUIIK MOHUTOPHHI, 0acKapy YJITiCl, Kap>KbUIBIK KAMTAMAaChl3 €Ty, OaHK iCi, Kap KbLIbIK Me-
HEJDKMEHT, TOyeKelI-MEHEPKMEHT.

Mopneas ynpasJjienusi QUHAHCOBOMH 0€30I1aCHOCTHIO B 0aHKAX BTOPOT0 YPOBHSI
AHHOTALUA

B ycnoBusix HapacTaHUsl COLMAIbHO-3KOHOMHUYECKHX YIpO3, CBA3AHHBIX C PHUCKOM BOBJICUYCHHUS OaHKOB
BTOPOTO YPOBHS B JICTAIN3AIINIO HE3aKOHHBIX JOX0/I0B, HEOOXOMMO co31aHue 3 (HEeKTUBHON CHCTEMBI (PTHAHCOBOTO
MOHUTOPUHTIA JJII CHUKECHU S OTOI'O PUCKA. LICJ'H) HccIeJ0BaHus — IPEAJIONKUTD U ITPOTECCTUPOBATH MOJCIIb YITPABJICHUA
(mHAHCOBOH Oe30MacHOCThIO B OaHKax BTOpOro ypoBHsS B KaszaxcraHe, OCHOBaHHYIO Ha KOMOHMHAIIMM MOjENei
KJIACTEpU3allMM M PEKyPCHUBHBIX HAMMCEHBIIUX KB3APaTOB, KOTOpasl MO3BOJIAET OCYIIECTBISITH TPEXYPOBHEBYIO
00paboTKy Bxoasiield HHpOpMaIMK B OaHKaX C LEJbIO BBISIBISIT CKPBITHIE JAHHBIE, IPEICTABISIONNE (MHAHCOBYIO
yrpo3y Al ISSITeNbHOCTH OaHKOB BTOPOTO YPOBHS. METO/I0JI0THS UCCIIEI0BaHNSI OCHOBaHA Ha COYETAaHUN MOJENeH
anroputMma knactepusarmn APC-III u pexypcuBHOTO MeTofa HamMeHbIX kBaapaToB (RLS), mpu sTom anroputm
HEeMHOTro MojuduIHpoBaH B cooTBeTcTBUU ¢ pexomeHgauusiMu OECD. Takoii moaxo/ mo3BOJIMI paccMaTpUBATh
orepanu 0aHKOB Ha TPEX YPOBHSAX M BO BPEMs IIEPEXO/0B BBIBIATH IOJO3PHUTENIBHBIC ONEpanny, TpeOyromue
HEMEJICHHON TPOBEPKH PYyKOBOJCTBOM OaHka. [IprMeHeHHe MOAEIN MO3BOJIMIO BBISBUTH, YTO B CPEJAHEM OKOJIO
TpeTH onepanuii 6aHKOB MOXXHO OTHECTH K KaTeropHH I0JI03PUTENbHBIX, a 3HAYUT, OHU TPEOYIOT TIIATEIHLHOIO
n3ydyenus. B Hamewm cirydae Mbl BeIOpanm 200 cirydaeB U3 UCXOAHBIX JaHHBIX, CMEIMIAHHBIX ¢ 70 OZ03pUTEIbHBIMU
TpaH3aKIUAMH, UII W3y4eHHs MOJAEIM. B pesynpraTe CTaTHCTHUECKOM 00pabOTKM OaHKOBCKHX —OIeparui
Obu10 BBIsSIBICHO 90 OnepanMoOHHBIX JaHHBIX, U3 KOTOPBIX 27 OKa3aJlUCh MOJIO3PUTENILHBIMH, TO €CTh 0K0J0 30%
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MPOBEPEHHBIX TPAH3aKIUI ObUTH MPU3HAHBI MOI03PUTEIBHBIMU. B pe3ynbpTare npemoctaBieHus 3Toi HHPOpMAIUU
0aHKy yJIal0Ch BBISIBUTH 19 TpaH3aKI¥ii, HATIPABJICHHBIX HA OTMBIBAHUE JICHET.
Kniouesvie cnosa: GuHAHCOBBI MOHHUTOPHHT, MOJAETH YIPaBICHHS, (MHAHCOBOE OOECIedeHNEe, OAHKOBCKOE

AcJo, (l)HHaHCOBLIﬁ MCHC/PKMCHT, PUCK-MCHCIKMCHT.

Introduction

At the present time one of the most urgent
problems of increasing confidence in the banking
sector and improving the investment climate in
Kazakhstan is to create a real system of combating
money laundering and financing of terrorism. In
the recent past the involvement of banks in the
legalization of criminal proceeds has not attracted
significant public attention. In recent years, after a
series of scandals in which major banks are at the
center of public attention, the process of involving
financial institutions in the legalization of illegally
gained income, studies not only at the international
level but also in Kazakhstan. Since Kazakhstan
takes 50th place among competitive economies
in the world, it has a dynamic economy, as well
as a special geopolitical position in the world and
is located in the proximity to areas with the high
intensity drug trafficking, terrorist activity and the
questions of combating the legalization (laundering)
of illegally gained incomes (CLI), and overlapping
sources of terrorist financing is highly relevant.
The risk of involvement of second- tier banks as
the main entities participating in the laundering of
illegal incomes and terrorism financing especially
dangerous for the banking system, leading to the
loss of business reputation of credit institutions
and, accordingly, prevents the activity expansion
of Kazakh banks in the global financial markets [1].

With the growing of social and economic
threats associated with the risk of involvement of
banks in legalization of illegal incomes, necessitates
the creation of an effective system of financial
monitoring in order to reduce this risk.

The experience of advanced countries in the
system of financial monitoring important attention
were given to the risk of legalization of illegal
incomes during their placements with banks. At
this stage of legalization of criminal incomes
is most vulnerable, both for the public and for
the domestic banking financial monitoring. The
purpose of financial monitoring in the banking
system is a warning of processes of legalization of
criminal incomes and terrorist financing directly
at each bank. Therefore, reducing the risk of
involvement of banks in the process of legalization
of illegal incomes is of particular importance. The
effectiveness of financial monitoring of legalization
of criminal incomes depends on how the monitoring
ensures the transparency of the bank’s activities and
to what extent minimize the risk of legalization of
criminal incomes, where special attention is given
to risk of loss of business reputation.
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In this regard it might be concluded that
without proper effective mechanism for combating
money laundering and terrorist financing through
the involvement of second-tier banks the economy
cannot develop sustainably [2]. During the global
financial crisis and the transition of Kazakhstan to
the post-industrial society, an important condition
for the effective progressive development of the
economy of the republic is carrying out of state
policy aimed primarily on the development of an
established control system and to minimize risks
for prevention of legalization (laundering) illegally
gained incomes and financing terrorism.

The authors set the goal of this publication
to propose and test a model of financial security
management in second-tier banks in Kazakhstan,
based on a combination of clustering models and
recursive least squares, which allows three-level
processing of incoming information in banks.

Literature Review

In modern conditions of globalization of
financial markets, one of the most pressing problems
of increasing confidence in the banking sector and
improving the investment climate in the Republic
of Kazakhstan is the creation of an operating model
for managing the financial security of commercial
banks. The risk of attracting banks as the main
objects involved in the system of money laundering
is especially dangerous for the banking system,
which leads to the loss of business reputation of
credit institutions and, accordingly, hinders the
expansion of the activities of Kazakhstani banks.

The importance of financial security in
banks has been emphasized by many authors. So,
E. V. Karanina and O. I. Blednykh define financial
security as the protection of financial interests at
all levels of financial relations [3]. Author Yu.G.
Averyanova emphasizes that in the conditions of the
existence of a commercial bank, financial security
is its ability to build up and maintain its financial
potential, which will be used in the future to solve
the assigned tasks and strategic goals, including
ensuring the independence and stable operation of
the bank [4].

Chong, F. Lopez-De-Silanes [5], D. Sat et
al. [6] and F. Teichmann [7] study the prospects of
using different money laundering tools. Scientists
concluded that despite the active use of the latest
technologies (cryptocurrency) for illegal activity,
banks in certain regions of the world would remain
a very relevant money laundering tool.
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In modern scientific literature, various
approaches and models of financial security
management of banks are presented. So, Melnik
D.Yu. examines a model of the conceptual
relationship of threats, risks and security of
banks, presenting the factors that contribute to the
realization of a hazard for a specific object at a
certain point in time [8].

Serdyuk V.A. distinguishes two classes
of methods for detecting cyberattacks, such as
ensuring the financial security of banks: methods
for detecting anomalies and methods for detecting
abuse. In both cases, the input data for the operation
of the system are behavior patterns formed on the
basis of a set of input parameters - event patterns
[9].

V. Pramod, J. Li, P. Gao [10] proposed a new
structure for the prevention of money laundering
in banks formed by mapping COBIT (Control for
Information and Related Technology) processes to
the COSO (Committee of Sponsoring Organization)
components. Thus, the authors have developed a
multi-agent framework in the form of a stand-alone
system, which can be integrated into the business
processes of a bank and will detect transactions
related to money laundering.

Gaiduk V.I. and et al consider an approach
to the model of financial security of banks through
a set of indicators and their threshold values,
justifying this by the fact that by analyzing trends
in indicators, one can draw conclusions about the
increase or decrease of threats to the financial
security of commercial banks in the course of their
activities and development, and also assess the
reaction and adaptation of commercial banks in an
unsafe environment [11].

Evseev S.P. offers a model for increasing
the level of security of banking information by
maximizing the number of its emergent properties
with minimal resource costs [12]

Kozminykh S.I. considers the functional
dependence for finding the numerical value of the
vulnerability coefficient, which estimates the level
of complex security of the object of the credit and
financial sector, which made it possible to obtain a
quantitative assessment of both the existing and the
predicted level of vulnerability of the information
object [13].

Given the different nature of threats to
banking security, Arunabha Mukhopadhyay, Samir
Chatterjee and others propose to use a cyber risk
assessment and mitigation system (CRAM) to
assess the likelihood of an attack using generalized
linear models (GLM) [14].

Thus, despite the fact that the authors use
various statistical models, they pursue one goal -
the formation of an effective method for managing
the financial security of banks. At the same time,

from our point of view, the greatest importance in
the management of the financial security of banks
should be assigned to the information processing
and monitoring system. It is for this purpose that
we propose a combination of clustering models and
recursive least squares, which allows three-level
processing of incoming information in banks.

Methodology

The effectiveness of financial security
depends on the extent to which monitoring ensures
the transparency of the bank’s activities and how
the risks of money laundering are minimized,
where special attention is paid to the risk of losing
business reputation.

We propose an approach based on a
combination of models, the parameters of which are
based on the APC-III clustering algorithm and the
method of least squares (RLS), while the algorithm
is slightly updated in accordance with the OECD
recommendations [15].

The recursive least-squares (RLS) is a
very popular algorithm, especially for its fast
convergence rate. This approach is considered for
example by Honghong Duan, Jie Jia, Ruifeng Ding
[16].

The most important parameter of this
algorithm is the forgetting factor. It is well-known
that a constant value of this parameter leads to a
compromise between misadjustment and tracking.
In this paper, we present a variable forgetting factor
approach, aiming to better compromise between the
performance criteria of the RLS algorithm. Also, we
propose a practical solution to estimate the power
of the system noise (in a system identification
scenario), which is required within the algorithm.
Experiments performed in the context of network
echo cancellation support the advantages of the
proposed approach.

The least squares (LS) approach has wide-
spread applications in many fields, such as
statistics, numerical analysis, and engineering.
Its greatest progress in the 20th century was the
development of the recursive least squares (RLS)
algorithm, which has made the LS method one of
the few most important and widely used approaches
f or real-time applications in such areas as signal
and data processing, communications and control
systems [17]. Considerable efforts and significant
achievements have been made in developing even
more efficient RLS algorithms.

The model assumes the presence of
three layers of information processed by banks:
incoming, suspicious and outgoing (Figure 1).
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Note - Compiled by the author

Figure 1-Three layers of model information

Let the values of the input, hidden and output
layers be denoted by p, m, n, respectively. For any
example, X, [X,, X, ..., X,] in the input layer set X =
(X, X, .., X ), the income willbe Y = (Y, Y,, ...,
Y ). Thus, the anti-money laundering model can be
described by the following equation:

(xER) 2 (hERY) 2 (YER) {1)
K=f@=wa+IL%e(r-c) @
I pilT) )

Where,

x — information submitted to the bank to be
verified;

h — hidden information to be discovered;

y - processing result (output layer of the
model);

W; = (W, Wou ... W) - the value of the

weight of the connection between the hidden layer
and the output layer.

We estimate the nonlinear reflection in the
model of the transition of the processed information
to the hidden layer using the Gauss function:

ey = |wes— ==
pG—cd = [we— 0 @
i E [a: 5]
Where,

5= [I:;".‘E. -..-.f-'r) E Hh i= L-E......ll

represents the i-th process in a hidden layer;
C, - controls the rate of attenuation of the
Gauss function;
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b - this is the number of units (information)
in the hidden layer.

Examining bank accounts, we found that
if we start from analysing transactions between
accounts, we will get real information about our
customers. The set under study consists of many
records in the database. Each record includes some
attributes, forming a special vector. In addition,
there is a unique class label. Corresponding to each
sample in the studied data set, the specific form of
the data sets of the studied sample is expressed as
follows:

E =Lt ...igg®) 5)

Where,
£y Iy .=u Iy - denote input data attributes;

S - this is the value of the class label
(example).

The essence of processing and filtering data
according to the model is shown in Figure 2.

The confidence interval is as follows: from O to 1 -
normal output layer, from 1 and higher - suspicious
data. It should be noted that suspicious data is
not always confirmed. If they find confirmation,
they go to the category of normal output layer.
Available attributes include the client’s name,
client number, client current account number,
client certificate number, transaction date, types
of business associated with the client’s current
account, transaction zone code, transaction amount,
transaction time, transaction currency, transaction
types, and transaction frequency.
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Figure 2 - Model Algorithm

Results

We can consider the large and suspicious
data on operations used in the fight against money-
laundering provided by financial institutions.
This transaction data is used as preparation for
the output layer. Then we use computer data to
judge whether the transaction data has undergone
preliminary processing, possibly at the first stage
illegal transactions have been identified. When the
data of a suspicious transaction has been identified,
we add this scheme to the existing examples and

Hidden layer

the computer system again begins to recognize the
parameters.

A false positive level is defined as the
total number of normal cases that are incorrectly
classified as unusual, divided by the total number
of normal cases. Take for example the assessment
of the real financial transactions made in the
established database of the bank “X” (table 1).

To build a consumer behaviour profile,
we take three attributes processed according to
statistical theory, namely, withdrawal frequency
(d,), replenishment frequency (d,) and operating

amount (d,). As a result, we obtain the data presented in table 2.

Table 1 - Structure of the source data sets

Customer . Type of Top-up Account Transaction
number Business area Deal date transaction Frequency Vlihthdrawal Amounts
requency
187366 Industry 20150806 Deposit 7 6 109060
157801 Services 20150804 Witdhrawal 5 2 8610
199643 Individual entreprencur [20150708 Witdhrawal 4 3 76431
164578 Non-profit organization [20150712 Deposit 8 5 112342
192209 Industry 20150604 Witdhrawal 2 1 230567
194211 Trading 20150509 Deposit 1 0 120411
Note - Compiled by the author on the basis of the source of the bank (Reporting data of AO Bank “X” for

2018 - 2019)

Table 2 - Attributes of parameters (characteristics) for the processed data

Set (example) d, d, d
1 2 3 4
S, 0,04 0,21 0,65
S, 0,18 0,15 0,71
S, 0,21 0,18 0,77
S, 0,09 0,07 0,82
S 0,11 0,05 0,76
S, 0,15 0,1 0,58

| Note - Compiled by the author

data to determine the efficiency of the statlstlcal|

Since the resulting data falls into the normal
output layer, to validate the model, we can add
some suspicious event to the normal operational

processing.

Let us define in the model the designation of
normal transactions carried out in banks. Let’s say
this designation will look like:
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Py k) > max kW, (K) > maxk (6)
Where k — amount of input data considered.

With this formulation of the question,
suspicious transactions will be presented as follows:

P2k = (k) +7: (i) (7)

where,
k=1,2,...200
v - continuous measurement of the intensity
of unusual transactions.

According to the analytical result of the
experiment, we found this when the parameter a,
which determines the grouping radius of the APC-
IIT algorithm is lower than 1.04, the accuracy of the
model is higher.

We selected 200 cases from the initial data
mixed with 70 suspicious operations to study
the model. As a result of statistical processing
of banking operations, 90 operational data were
included, of which 27 were suspicious. Using
this model in the identification of suspicious
transactions in banks, we offer parameters based on
the APC-III clustering algorithm and least squares
(RLS) method. So the model has three layers of
data processed by banks: incoming, suspicious and
outcoming. So the matrix is based on five measured
points of inherent compliance risks: low, limited,
moderate, significant, high. Consumer risk inherent
compliance is the risk associated with banking
products and services offered that could result in
significant harm as a result of non-compliance with
laws and regulations to protect consumer rights.
Therefore, it is very important for the bank to
effectively identify, measure, monitor and control
its compliance risks in order to limit any potential
negative consequences of non-compliance [18].

Banks that are engaged in more risky
operations exhibit a higher risk tolerance and are
expectedtohaveacompliance managementprogram
commensurate with their risk profile. [19]. A higher
risk tolerance may be reflected in product offerings
that pose a greater threat of compliance. In general,
a bank with a high reputation should assume the
inherent compliance risk in its operations; stronger
banks must effectively manage these risks. Many
factors influence the level of systemic (inherent)
risk compliance. Effective identification and
assessment of this risk is an important part of the
risk-focused research process [20].

Institutional profile involves discussion
of information about the bank and its personnel,
which need to determine the impact of institutional,
legal, and environmental factors on the level of
compliance risk. Considering these factors, it
is possible to form a conclusion about the level
of inherent compliance risk for each banking
operation. The matrix identifies specific risk
components for each of the three broad sources of
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risk (institutional, regulatory, and environmental).
While a full assessment of risk compliance should
be documented only for each operation, the matrix
allows analysis of the potential level of risk
associated with each source of risk, as well as each
of the auxiliary risk components that are shown
in the matrix. In this case, it is advisable to assign
ratings first to individual auxiliary risk components
and then develop total ratings.

Inherent compliance risk can be assessed
based on a five-point rating system:

1. Low

2. Limited

3. Moderate
4. Significant
5. High

The low probability of a significant negative
impact (1) indicates that compliance risk is
unlikely to have a significant negative impact on
the Bank or its clients before any mitigation of risk
management processes is considered. The expected
sanctions, losses or damage to reputation due to
compliance risk will have a minor negative impact
on the Bank. Limited probability of significant
adverse impact (2) indicates that compliance risk,
before considering any mitigating effects of risk
management processes, may have a minor negative
impact on the Bank or its customers. The expected
penalties, losses or reputational damage associated
with this risk are moderate and may be absorbed by
the Bank in the normal course of business.

A moderate probability of significant
negative impact (3) indicates that the expected
sanctions, loss or damage to reputation due to
compliance risk may have a negative impact on the
bank.

The probability of significant negative
impact (4) indicates that the expected sanctions,
loss or damage to reputation due to compliance risk
can seriously affect the bank. High (5) indicates a
high probability that the expected sanctions, losses,
or damage to reputation due to compliance risk will
require significant changes in the management of
the established practice and operations of the bank.

The matrix above includes standard elements
of a risk management system:

1. Board and management oversight.
2. Policies, procedures and limits.

3. Risk monitoring and IIAs.

4. Internal control.

The matrix also includes a number of
components that banks should consider when
drawing conclusions about risk management, as
appropriate. For each of the risk management
elements, the matrix defines the number of related
components that provide a more detailed analysis
of risk management practices. The extent to
which these components are present and should
be documented as part of the analysis will vary
depending on the complexity of each individual
Bank. The following five-point system used to
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evaluate compliance risk management. Ratings
Risk Management :

Strong(1)

Fair (2)

Medium (3)

Ultimate (4)

Poor (5)

Strong (1) - compliance risk management
exists when management determines effectively
and controls all the main compliance risks arising
from the activities of the bank. Management is
fully prepared to address the risks arising from
new products and changing market conditions.
The Board of Directors and senior management
are forward-looking and active participants in
risk management. Management ensures that
appropriate policies are in place and that there are
limits that are reviewed and approved by the board.
Risk management practices and bank infrastructure
are flexible and respond to changing industry
practices and current regulatory guidance. The staff
has sufficient experience, knowledge and depth to
manage risks. Internal control and audit procedures
are quite comprehensive and correspond to the
size and activities of the bank. The management
effectively and accurately monitors the state of the
bank, in accordance with compliance standards
and in accordance with internal and supervisory
policies and practices of the bank [21].

Satisfactory (2) - compliance risk
management exists when the bank’s risk
management is largely effective, but not enough
to a small extent. The management demonstrates
responsiveness and ability to successfully cope with
existing and predictable risks that may arise in the
implementation of the bank’s business plan. While
a bank may have some minor risk management
flaws, these problems have been recognized and
are being addressed. In general, risks are controlled
in a way that does not require more than normal
observation. The bank’s risk management strategy
and infrastructure are satisfactory and generally
adjusted accordingly in response to changes in
industry practices and the existing regulatory
framework. The experience of the staff is advisable
to manage the risks taken by the institution.
Internal controls may appear with minor flaws,
but they may be fixed in the ordinary course of
business. Supervisors may have recommendations
for improvement, but should not have a significant
impact on the bank’s compliance position.

Medium (3) - compliance risk management
exists when practice is lacking in some important
areas and therefore causes significant attention.

Ultimate (4) - compliance risk management
exists when practice is not able to identify, measure,
control and manage significant exposure to risk in
many significant respects. In general, this situation
reflects a lack of adequate management and control
by the board of directors and senior management.
One or more of the four elements of risk

management is inadequate and requires immediate
and coordinated corrective action by the board of
directors and senior management. The Bank may
have serious weaknesses identified, such as a lack
of independence or conflicting lines of authority,
which require a significant improvement in internal
control or better compliance with control standards
or requirements. The lack of compliance risk
management guarantees a high degree of attention
oversight, because if not properly resolved, they
can lead to serious sanctions, losses or damage to
the bank’s reputation.

Unsatisfactory (5) - compliance risk
management exists as a critical lack of effective risk
management methods in relation to identification,
measurement, monitoring, control or serious
exposure to risk. One or more of the four elements
of risk management is considered completely
inadequate, and the board and management have
not demonstrated the ability to address these
weaknesses. Internal controls are critically weak
and therefore can seriously jeopardize the viability
of the bank. There is a direct interest in the
reliability of accounting and capacity regulation for
sanctions and losses if corrective measures are not
taken immediately. Deficiencies in the compliance
risk management and internal control procedures
require immediate and observant attention.
According to the analysis of compliance control
in Bank X, it was revealed that according to the
compliance matrix the risk is rated as moderate and
has an average rating. This means that one or more
of the four elements of sound risk management
(such as active supervision of directors and senior
management; adequate policies, procedures
and limits; adequate risk monitoring and IIAs;
integrated internal control systems) are considered
less acceptable, which prevented the bank from
fully as one or more significant risks are resolved for
their operations. The management of certain risks
needs to be improved to ensure that management
and the board of directors are able to identify,
measure, monitor and control all significant
risks for the organization. In addition, the risk
management structure may need to be improved
in areas of significant business activity (product
or service), or the experience of employees cannot
be commensurate with the scale and complexity
of activities. In addition, management’s decision
to change existing compliance control practices
may need to be improved. The internal control
system may be absent in some important aspects,
the weaknesses of compliance risk management
can adversely affect the general situation of the
bank and, as a result, if the management does not
take the necessary measures, the bank cannot avoid
sanctions, losses or damage to the reputation.

Conclusion

In our proposed model, the parameters are
based on the APC-III clustering algorithm and
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the least squares method with some updates in
accordance with the OECD recommendations.
The model assumes the presence of three layers
of information processed by banks: incoming,
suspicious and outgoing. The analysis made it
possible to reveal that, on average, about 25-40%
of' banks’ operations can be classified as suspicious,
and therefore requiring a thorough study.

In our case, we selected 200 cases from the
original data mixed with 70 suspicious transactions
to study the model. As a result of statistical
processing of banking operations, 90 operational
data were identified, of which 27 turned out to be
suspicious.

The inherent risk of compliance, according
to the matrix, can be assessed on the basis of a
five-point rating system: low, limited, moderate,
significant, high. In our case, it turned out that
almost 30% of the reviewed transactions were
classified as suspicious. As a result of submitting
this information, the bank was able to identify 19
transactions aimed at money laundering.

This approach requires banks to work
together with the country’s government to counter
money laundering and ensure the financial security
of banks.

Overall, this model shows promising results
in identifying suspicious transactions in banks. At
the same time, the authors consider the possibility
of further studying the possibilities of using the
presented model and its improvement for the
purpose of increasing the efficiency of monitoring
the financial security of banks and promoting anti-
money laundering through banking operations.
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